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ABSTRACT

The emergence of social media platforms like Twitter has significantly changed the landscape of communication
by increasing accessibility for widely disseminating official announcements, professional interactions, and
important news in real-time. Despite these advantages, the prevalence of spammers and their spamming activ-
ities is increasing regularly. To mitigate the growing number of spammers, it is essential to develop an efficient
and robust method for Twitter spammer detection. This research presents a novel QBGSRF method by combining
the quantum-behaved binary gravitational search algorithm (QBGSA) with random forest (RF) for timely
detection of Twitter spammers. The QBGSA algorithm adds the characteristics of quantum computing (QC) and
binary gravitational search algorithm (BGSA), which enables the quantum agents to quickly determine solutions
using the superposition attributes of QC and the position update via bit-flipping based on velocity probabilities of
the BGSA algorithm. In the proposed QBGSRF method, the quantum agents utilize the aforementioned attributes
and the principles of the RF algorithm to construct the decision trees for effectively detecting Twitter spammers.
The proposed method is assessed for the datasets of 1KS-10KN and Social Honeypot. In order to access the ef-
ficacy of the proposed method, the results are also evaluated using the BGSRF method (a combination of BGSA
and RF algorithm) and RF algorithm. The experimental evaluations indicate that the proposed method out-
performs the aforementioned and state-of-the-art methods.

1. Introduction

known as tweets [5,6]. Moreover, Statista’s recent reports indicate that
the Twitter network has 611 million monthly active users [7]. Among

In the social world, communication is an important factor to share
the concepts and fostering personal development [1]. The ease of
internet facilities has increased communication access for humans by
means of social communication platforms [2,3]. The global count of
social media consumers is steadily rising, from 2.73 billion users in the
year 2017 to 5.17 billion users in the year 2024 [4]. Twitter is one of the
popular social media platforms to deliver information in the form of text,
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other social networking platforms like Facebook, Telegram, WhatsApp,
etc., Twitter can be considered a secure and authentic source to deliver
any official information to a wide audience [8]. The distribution of
Twitter users among the age groups and countries is different, as
depicted in Fig. 1(a, b). The distribution data among the users of
different age groups indicate that there is major usage of Twitter by the
users of 25-34 years of age [9], as shown in Fig. 1(a). Regarding
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countries, there is the major usage of Twitter that can be noticed in the
United States, followed by Japan, India, Indonesia, and United Kingdom
[10]. The top five countries with the highest count of Twitter users are
illustrated in Fig. 1(b). Additionally, the male users constitute a larger
proportion of Twitter users compared to female users, with 60.90 %
being male and 39.10 % female [11].

Twitter is primarily utilized by journalists, government entities, and
people to disseminate up-to-the-minute news and official announce-
ments [12]. It also engages people in debate, shares public opinion, and
makes them aware of current issues in society. Business organizations
use Twitter to engage their clientele and advertise their services and
products. The widespread adoption of Twitter has also attracted spam-
mers who post unsolicited tweets with trending hashtags to lure legiti-
mate users into unauthorized activities. These spammers try to direct
users to malicious websites for their personal gain.

Twitter users can report suspicious accounts that send the same
content to multiple users and post duplicate content as spammers. There
are also terms and conditions on Twitter, and neglecting those terms
results in blacklisting the accounts [13]. Despite the mechanisms of
Twitter for identifying and blacklisting spammers, the advanced
knowledge and dynamic strategies adapted by spammers enables them
to bypass the measures of Twitter. The current spam detection mainly
focused on the static machine learning algorithms that fails to adapt the
evolving techniques of spammers and complexities of high-dimensional
data. Moreover, the increasing volume of tweets also demand the
methods that can accurately detect spammers are computationally
efficient for handling large datasets.

Therefore, it is essential to develop novel methods to effectively and
timely detect Twitter spammers. The present work addresses the issue by
presenting a novel QBGSRF method to effectively detect Twitter spam-
mers. This approach leverages the superposition attributes of QC to
explore diverse candidate solutions, the global optimization abilities of
the BGSA, and the robust classification characteristic of RF algorithm.
The combination of these strengths in the proposed method effectively
handles the dynamic and evolving behaviour of spammers while
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ensuring the scalability to large datasets.

In the proposed QBGSRF method, the GSA algorithm is a heuristic
optimization method that adheres to the rules of mass interactions and
gravity laws [14]. While GSA is effective for optimizing solutions in
continuous problems, adapting GSA to discrete problems and inte-
grating quantum computing concepts necessitates its transformation
into binary GSA (BGSA) [15]. BGSA is an improved variant of GSA and
utilizes binary strings to optimize solutions. It updates agent positions
on the basis of bit change probabilities, which are determined by the
velocity of mass agents. The integration of QC with BGSA and RF al-
gorithms is used to effectively handle the dynamic nature of spammers.

The paper structures the subsequent section as follows: Section 2
provides related work on Twitter spammer detection using different
machine learning and data mining techniques. Section 3 describes the
datasets used for experiments, along with data preprocessing and feature
selection steps for Twitter spammer detection. Section 4 discusses the
proposed QBGSRF method along with an overview of the preliminary
methods: QC, BGSA, and RF algorithms. Section 5 provides the results
and discussion for evaluating the conducted experiments. Section 6
concludes the work by summarizing the key findings and proposing
directions for future research work.

2. Related work

The section describes work related to Twitter spam and spammer
detection. Spam has become widespread across social media networks
due to the ease of access to internet services and the increased adapt-
ability of humans to online networking platforms. Since Twitter is
generally used for posting official and ethical information to a broad
audience, spammers focus more on Twitter to easily disrupt legitimate
users because Twitter users often believe the information in tweets to be
authentic. The concept of Twitter spammer detection has been exten-
sively addressed in recent years by different researchers, which is dis-
cussed here.

Tajalizadeh and Boostani [16] utilized the density-based clustering
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Fig. 1. (a) Distribution of twitter users worldwide by age group [9], (b) leading countries based on twitter users [10].
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platform named Den-Stream along with an Incremental Naive Bayes
(INB) method to detect spam on the Twitter platform. The
INB-DenStream method was proposed for the replacement of Euclidean
distance and improvement in accuracy. The method was effective
compared to DenStream, but could be improved by incorporating
real-time distance learning during the online phase. Wang et al. [17]
utilized multiscale drift detection test (MDDT) on K-L convergence to
detect spam on Twitter. The MDDT method was used for detecting drift
in distribution. The experimental evaluations indicated the occurrence
of consistent change patterns among features during drift, and the
MDDT improved the evaluation accuracy. The authors suggested to
incorporate the neural networks and imbalanced classification methods
for the improvement of concept drift detection in the future. Lingam
et al. [18] presented a deep Q-learning method that utilizes the particle
swarm optimization (PSO) to detect spam influential users and spam
bots. The authors integrated the PSO algorithm with the Q-value func-
tion for improving the convergence rate and also determined the influ-
ential participants and communities to mitigate the impact of spam
content. The experiments were performed on offline datasets. Con-
ducting experiments on the online datasets with ground truth evaluation
was described as a future challenge. Giingor et al. [19] utilized different
machine learning methods, including logistic regression, J48, and Naive
Bayes for detecting Twitter spam. The experiments were performed on a
manually extracted dataset of 758 tweets, with effective performance of
the J48 classifier compared to other algorithms. Although the perfor-
mance results were effective, the experiments were performed only for a
limited dataset.

Further, Abkenar et al. [20] introduced a new method on the basis of
RF and DE (Differential Evolution) algorithms for Twitter spam detec-
tion. This method utilized the Synthetic Minority Over-sampling TEch-
nique (SMOTE) to tackle the issue of imbalanced data, and DE for
balancing the hyperparameters of the RF algorithm. The improved
method increased the performance accuracy to detect Twitter spam
compared to using the RF algorithm alone. The authors suggested
extending the work to determine spammers by drawing a social graph
based on relationships among individuals and available Twitter data.
Ahmad et al. [21] discussed the incorporation of a Support Vector Ma-
chine (SVM) along with relevant features for detecting spam on the
Twitter platform. The SVM classifier utilized polynomial and Gaussian
functions for the learning process. An analysis of the SVM classifier
compared to other machine learning algorithms indicated the effective
performance of the SVM classifier for Twitter spam detection. The au-
thors suggested to expand the research to include ontological and se-
mantic features. Santoshi et al. [22] considered the Naive Bayes
algorithm to classify Twitter spam and non-spam data. The classifier
effectively classified Twitter spam compared to other machine and deep
learning techniques. Although the authors indicated the effective per-
formance of the classifier, they did not describe the details of the dataset
or potential challenges of the approach used. Vives et al. [23] hybridized
the heuristic algorithm GSA with the machine learning algorithm DT to
detect Twitter spammers. The GSA constructed DTs using gravitational
forces as information transferring agents. The authors conducted com-
parisons with limited machine learning algorithms and did not compare
with other hybrid methods. Concone et al. [24] proposed the multi-stage
spam account detection algorithm (SpADe) for detecting spam on
Twitter. The authors initially extracted spammers using computationally
less expensive features and then progressed towards the extraction of
complex information to classify spam accounts, which appeared more
intricate. The performance effectiveness can be determined for the
comparison with single stage approaches. The unavailability of the
reject option in the SpADe algorithm may lead to misclassification er-
rors, for which authors mentioned to integrate human expertise during
classification as a future direction.

Recently, Diqi [25] incorporated generative adversarial networks for
detecting spam on the Twitter platform. The method utilizes deep
learning techniques to handle the large volume of Twitter data,

Results in Engineering 25 (2025) 103993

achieving a higher G-Loss value, the effective ability of the method to
handle the extensive data. The model can be further enhanced by
incorporating deep belief networks and optimizing hyperparameters.
Thomas and Meshram [26] described the Chimp Sailfish
Optimization-based Deep Neuro Fuzzy Network to filter Twitter spam.
The authors conducted experiments for Twitter spam detection and
compared the results with machine learning and ensemble learning
methods. They noted the necessity of using a data augmentation process
in order to enhance the efficiency of Twitter spam detection. Choi et al.
[27] combined the DT algorithm with machine learning and deep
learning techniques. They hybridized the machine learning-based
one-class SVM and deep learning-based autoencoder methods with DT
separately to detect known and unknown spam by identifying anomalies
and misuse on the Twitter platform. The DT algorithm effectively
detected known spam, while anomaly detection methods were used for
classifying regular tweets and unfamiliar spam. The authors conducted
experiments using easily extractable Twitter features, which may lack
performance for higher-dimensional features. Manasa et al. [28] pre-
sented a combination of bidirectional Long Short-Term Memory (LSTM)
networks and Convolutional Neural Networks (CNN), and GLoVe vo-
cabulary features for Twitter spam detection. The combinational model
detects spam by processing the data in two modules. The initial module
focuses on textual tweets, extracting vocabulary features using the
GLoVe language model and detecting spam with the LSTM method. The
second module incorporates metadata and respective meta-features
related to tweets, using the CNN method for spam classification. The
final spam detection was performed by combining the decisions of both
modules.

The analysis of work pertaining to Twitter spam and spammer
detection highlights several critical challenges:

e Spammers can mimic the behavior of legitimate users to attract and
trap users for malicious and threatening activities which makes the
process of detecting spammers complex with conventional methods.

e The existing studies primarily using standalone machine learning
models, which lacks adaptability and robustness to counter evolving
spam detection challenges.

e Moreover, existing studies indicate the usability of limited feature
attributes and paucity of experiments conducted on standard
benchmark Twitter datasets.

Therefore, the present work incorporates the integration of a ma-
chine learning based RF algorithm with advanced methods of QC and
BGSA to determine Twitter spammers effectively. Additionally, experi-
ments are conducted to analyze the significance of different feature
types, and the impact of the spammer to non-spammer ratio is also
evaluated.

3. Preliminaries

The section describes the fundamental concepts and methodologies
related to the proposed QBGSRF method. These methodologies include
the discussion of QC, GSA, and RF methods. The understanding of these
preliminaries is essential to comprehend the proposed research
methodology.

3.1. Quantum computing (QC)

The QC method leverages principles of quantum mechanics for
computations [29]. The quantum computers, in contrast to classical
computers, utilize qubits as data units instead of bits [30]. The super-
position and entanglement phenomena of qubits allow them to occupy
multiple states simultaneously. The states of qubits in QC can be rep-
resented by Eq. (1).

) = c110) +¢,1) €0)
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Where, |¢;)> + |co/* = 1. In Eq. (1), |0) and |1) are the basic states
with respect to the complex numbers c¢; and cs.

The quantum gates can manipulate these qubits to solve the complex
problems in an efficient manner compared to classical algorithms. For
instance, the Hadamard gate can generate superpositions as described in
Eq. (2).

1
V2

Additionally, the quantum entanglement attribute of QC entangles

the qubits in a correlated state, irrespective of the distance between

them. This attribute improves security, error correction, and the ability
to solve complex problems [31].

H|0) = —=(/0) +[1)) )

3.2. Gravitational search algorithm (GSA)

The GSA is an optimization algorithm based on the principles of
gravity and motion, and operates using a population-based approach
[32]. The performance of the GSA is assessed by the masses of the
agents, which interact with each other through gravitational force to
optimize the solution [33,34]. The force acting on mass agent i by agent j
is described by Eq. (3).

Mi(t) x My(t)

Ryt = 60" oo

(2(8) —xi(1)) 3

Where, G(t) is the gravitational constant, M;(t) and M;(t) are the
masses with respect to agents i and j respectively, R;(t) is Euclidean
distance between mass agents, € is a small constant, and x;(t) and x;(t)
are the positions of the agents i and j, respectively.

The addition of stochastic attributes to incorporate randomness into
mass agents changes the force acting on them [35], as expressed in Eq.
.

k
Fi(t)= ) randFy(t) 4)
jer j#i

Where, rand; is a random number that lies in the range [0, 1].

With the movement of agents, their position (x;(t + 1)) and velocity
(vi(t + 1)) also updated, which are expressed by Egs. (5), (6).

vi(t+1) =rand; x v;(t) + a;(t) 5)

Xi(t41) = x;(t) +vi(t+1) (6)

These updates direct the agents towards the optimal solution through
an iteration process.

3.3. Random forest (RF)

The RF algorithm is an ensemble learning method that is efficient for
both regression and classification [36,37]. During the training process, it
creates numerous decision trees and determines the most common class
as the classification output and the average prediction of individual trees
as the regression output [38,39]. The current work utilizes the RF al-
gorithm for the classification process.

The algorithm classifies Twitter data by considering multiple boot-
strap samples from the training dataset. A decision tree [40] is con-
structed with respect to each bootstrap sample. At each node, features
are randomly selected, and the best split is determined on the basis of
entropy, which is used to check the impurity of a node. The expression
used to evaluate entropy is described in Eq. (7).

c
H=- Zpilog(pi) )
i=1

Where, p; is the probability of a data point to get classified into class i.
The prediction of user accounts is evaluated on the basis of data
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analysis by each tree of the forest. The final prediction is determined by
selecting the class (spammer or non-spammer) on the basis of the ma-
jority vote received from all the trees.

4. Dataset, preprocessing and feature selection

This section offers a concise summary of the datasets, preprocessing
modules, and selected features used in the detection of Twitter spam-
mers. It outlines the sources and characteristics of the datasets, describes
the preprocessing modules used to refine and analyze the data, and
identifies the features selected to effectively detect Twitter spammers.

4.1. Datasets

The experiments utilized Twitter data from the 1KS-10KN dataset
and the Social Honeypot dataset. The statistics of these datasets,
including the count of tweets and users, are presented in Table 1.

The 1KS-10KN dataset was developed by Wang et al. [41] from
Twitter data retrieved by Yang et al. [42]. Yang et al. [42] marked a user
account as spammer if >10 % of its tweets were spam, with each tweet
containing malicious links being marked as a spam tweet. Wang et al.
[41] created the 1KS-10KN dataset by randomly choosing a single tweet
from every user account, excluding duplicate and empty Twitter ac-
counts. The authors collected 1000 spamming (1KS) and 9828
non-spamming (approx. 10KN) accounts, thus terming the dataset the
1KS-10KN dataset.

The Social Honeypot dataset was generated by Lee et al. [43] by
deploying 60 honeypots to collect Twitter data over seven months, from
December 30, 2009, to August 2, 2010. The Social Honeypot dataset,
similar to the 1KS-10KN dataset, includes data from both spammers and
non-spammers. The data was mainly collected based on four parameters:
tweets of the top 10 trending topics, textual tweets, tweets containing
redirecting links, and tweets replied to specific honeypots using @. The
authors incorporated 22,223 spammers after removing 1646 short-term
spammers, along with 19,276 non-spamming users.

4.2. Preprocessing

Preprocessing the raw textual Twitter data is crucial for improving
the efficiency and efficacy of data analysis. It systematically processes
the unprocessed data to narrow down the search space and makes the
analysis process easier. This module ensures that the data is adequately
prepared for further processing, which results in more reliable and
insightful outcomes. The preprocessing stage encompasses the sub-steps
of language normalization, tokenization, redirection link analysis, stop-
words removal, and stemming [44].

The first sub-step of the preprocessing module is language normali-
zation for translating non-English language tweets to English using an
automated language translator. The datasets used include tweets in
Korean, Japanese, and Chinese, in addition to English. The Google
Translate API was employed for normalizing non-English tweets. The
processed data is then tokenized using the NLTK (Natural Language
Toolkit) Python library, which splits phrases into individual tokens
based on spaces. Subsequently, the tokenized data is analyzed for redi-
rect links. For extracting and analyzing HTML and XML files from web

Table 1
Statistics of twitter datasets.

Attribute 1KS-10KN Dataset Social Honeypot Dataset
Spam Tweets 1000 2380,059

Non-Spam Tweets 9828 3263,238

Total Count of Tweets 10,828 5643,297

Spamming User 1000 22,223

Non-Spamming User 9828 19,276

Total Count of Users 10,828 41,499
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URLs, the Python-based ‘requests’ library is used in combination with
‘beautifulsoup4’. The extracted data is stored for further analysis to
detect spam content. The fourth sub-step involves the removal of stop
words, which is performed using the inbuilt list of the NLTK library for
reducing data noise. The removal of stop words such as ‘the’, ‘but’,
‘very’, ‘me’, etc. helps to reduce the search space data for analysis and
improves the performance efficacy. The final sub-step is stemming,
which converts the expanded words to respective root words by elimi-
nating any prefixes or suffixes. Here, data stemming is also conducted
using the NLTK library.

4.3. Feature selection

The selection of precise and relevant features is crucial for the pro-
posed method to classify Twitter spammers. The classification of Twitter
users directly or indirectly depends on the available features. The pre-
sent work has selected the features related to Twitter textual content,
URL links, activities, user profiles, time, automation, and miscellaneous
features [23,44,45]. These categories are prioritized due to direct cor-
relation of their features with the spam behaviour observed in the
dataset such as the frequent use of spam keywords, frequent usage of
shortened URLs, and suspicious activity patterns. Features such as
sentiment analysis are not incorporated as there is no direct relevance of
these features with spam detection. Therefore, such features are
neglected so that it does not impact on performance or increased com-
plexities. This approach of consideration of only the relevant features
allows to achieve optimal performance while minimizing computational
resources and complexities.

The selected list of features for Twitter spammer detection is illus-
trated in Table 2.

a. Textual features include the analysis of textual content of the tweets
posted by different users. These features are relevant to determine

Table 2
A list of selected features for twitter spammer detection.

Textual Features

Count of words

Count of hashtags

Count of digits per tweet
Count of user replies
Repeated words in tweets
Uppercase letters

Average tweet length
Count of spam words
Count of user mentions
Count of retweets
Tweet comment ratio
Tweet similarity

Frequency of spam keywords
URL Features

Count of URLs

Count of shortened URLs
Average count of direct URLs
Digits in domain links

URL ratio

User Activity-based Features
Frequency of tweets

Time between tweets

Tweet source

Count of repetitions

User Profile Features

Age of account

Count of followers

Length of profile description
Follower ratio

Time-based Features

Time of tweet posted

Idle time between tweets
Automation Features
Automated tweet ratio
Automated tweet similarity
Miscellaneous Features
Ratio of tweets to retweets
Ratio of followers to followings
Ratio of tweets to URLs

Presence of common spam phrases

Frequency of same URLs

Count of direct URLs

Average count of shortened URLs
URL length

URL authenticity

Frequency of retweets
Count of tweets per day
Tweet location

Frequency of user mentions

Length of profile name
Count of followings
Reputation score
Following ratio

Mean time between tweets
Distribution of tweets over time

Automated tweet URL ratio
Ratio of direct to shortened URLs

Ratio of replies to tweets
Ratio of account age to tweets
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the frequency of certain spam keywords, the presence of commonly
used spam phrases, the tweets similarity, etc. The analysis of textual
features helps to determine the suspicious patterns used by
spammers.

b. URL features are incorporated to analyze the tweets containing URL
links, as spammers usually redirect these links to malicious or irrel-
evant websites. These features are related to URLs, including the
frequency of links, the presence of shortened URLs, domains with
digits in the links, etc. The URL features help to identify tweets that
may redirect the users to harmful external websites or unlawful
content.

c. User activity-based features involve the examination of user
behaviour on the Twitter platform. These features include features
such as frequency of tweets, retweets, mentions, etc. User activity
features determine the abnormal patterns of spammers as they either
retweet multiple tweets in a short interval or post tweets in an
excessive manner.

d. User profile features also help to determine user behaviour, similar
to user activity features, but based on the profile information avail-
able on the Twitter platform. In user profile features, features like
account age, profile description, count of followers, and followings
are considered. User accounts that are recently created or those with
an imbalanced ratio of followers to followings are usually flagged as
the protentional spammer.

e. Time-based features are also the significant features, as they are
based on the timing of user activities. Feature such as the distribution
of tweets over time and time interval between tweets can be
considered in this category. Spammers may exhibit non-human and
different timing patterns in their activities.

f. Automation features incorporate the features that suggest the usage
of automated tools to post tweets. Automated tools generally try to
mimic human patterns for tweet posting. However, automated
tweeting patterns can be frequent and regular with the usage of bots
or automated scripts to post tweets.

g. Miscellaneous features are additional relevant features apart from
the previously mentioned categories that can be useful to detect
spammers. These features are the ratio of tweets to retweets, the ratio
of account age to tweets, and the ratio of followers to followings, etc.
The considered list of miscellaneous features is mentioned in Table 2.

5. Proposed QBGSRF method for spammer detection

The section describes the proposed QBGSRF method, which is uti-
lized for Twitter spammer detection. The proposed methodology com-
bines the strengths of QC via quantum mechanics, GSA via gravitational
interactions, and RF via heuristic function and ensemble learning to
effectively detect Twitter spammers. The integration of the aforemen-
tioned methods also aims to mitigate the challenges created by the dy-
namic and deceptive behaviour of spammers.

The QBGSA method is used for the optimization of the RF hyper-
parameters due to its superior ability to explore complex and large
datasets. The quantum inspired attributes of QBGSA enhances its ability
to handle feature optimization effectively which ensures the utilization
of only the relevant features and tuning of hyperparameters. The se-
lection of the RF algorithm is due to its robustness and ability to handle
imbalanced and noisy datasets. Moreover, the decision tree-based ar-
chitecture of the RF algorithm is effective in learning non-linear re-
lationships which are common in the spam behaviour. The combination
of the QBGSA and RF algorithms helps to maintain the exploration and
exploitation balance, which leads to reduced higher performance ac-
curacy and lower computational cost in the process of spam detection.

Methodology Overview:

The proposed QBGSRF method operates as a seven-tuple formulation
as presented in Eq. (8).
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i Ujj

QBGSRF = ((0,A U {d}),RF, DT(S),S, QMA; FL, 0" ) ®)

e (0,AU{d}) indicates the decision table with respect to the incor-
porated problem of Twitter spammer detection that consists of a
specific number of objects (0), attributes (A), and decision attributes
@.

e RF refers to a random forest consisting of z decision trees (DT(S)).

e DT(S) are decision trees which are constructed by quantum mass
agents (QMA;) to determine the Twitter spammers.

e QMA; is count of quantum mass agents.

e S is the set of objects acceptable in a node fulfilling the Taboo list
function.

e F{ denotes the force exerted on the quantum mass agents (QMA;).

. 9@'“ indicates the change in the position of those agents.

The key components of the method are described as follows:

Step 1: Initialization of Parameters

The proposed QBGSRF method begin by initializing the parameters
for the QC, BGSA, and RF algorithms. The algorithm involves the
initialization of the following parameters:

e Quantum Mass Agents (QMA;): The population of QMA; agents (i =
120) is initialized by assigning their initial quantum states and

rotation angles within the range [0, g], ensuring the QC

formulations.

Random Forest Parameters: The count of the decision trees is set to
2=100, and the node splitting rule such as Twoing rule are defined
for optimal tree construction.

Algorithm Control Parameters: The maximum number of itera-
tions (tmex = 500) are defined to control the convergence of the
algorithm.

Optimization Constants: The gravitational constant (9me=10) is
defined at initial stage which decreases adaptively with iterations,
while learning rate (< = 0.01) controls the speed of the position
updates for QMA,;.

The values of these parameters are tuned to balance the exploration
and exploitation of the proposed algorithm for the efficient spammer
detection.

Step 2: Generation of Initial Population

The initial population of QMA; agents is generated using quantum
principles. Each agent is represented as a string of qubits which follows
the normalization condition of |sin () >+ |cos (6y) > =1.

The fulfilment of the normalization condition maintains quantum
coherence and diversity in the search space. This initialization leverages
the inherent randomness of quantum states to ensure the diverse set of
candidate solutions which optimizes the search space.

Step 3: Conversion of GSA to BGSA

In QBGSRF method, the GSA algorithm is converted to binary GSA
(BGSA) to add the quantum attributes. In this process the binary agents
flip the agent state in binary form, and real search space is converted to
binary search space as a hypercube. In BGSA, the velocity of the agents
affects the probability to select the new binary position [46]. The agents
with higher velocity have a higher probability to change the position,
and agents with lower velocity have a lower probability to change their
binary position, thereby retaining their previous best position [47]. This
can be expressed by (9).

1, rand; <

Xt = T4ex" )

0, otherwise
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Where, rand; is a uniformly distributed random number in the in-
terval [0, 1].

Step 4: Integration of QC to BGSA

The quantum attributes are added with BGSA method which enables
the better exploration of the solution space by introducing randomness
and providing a broader diversity in potential solutions. The states of
qubits are determined with quantum gates, specifically the rotation gate
because of its promising outcomes in the previous studies [48,49]. Eq.
(10) provides the solution for the quantum mass agents (QMA;) using the
rotation gate.

cos(Ab;)
sin(A6;)

—sin(A6;)

QMA; = cos(Ad;)

10$)

Where, A¥; is the rotation angle with respect to agents (i = 1,2,...,n).
Each quantum mass agent solution (QMA;) can be described as the string
of qubits. The initial solutions are retained with higher diversity and
maintain the normalization criteria of |sin(6;)|* + |cos(6y)> = 1. The
initial solutions are presented with Eq. (11) by consideringthe1 <j <m

and 6; € {0, g]

aan

N {coswg) cos(69) |- |cos<e?m>}

sin(6) [sin(6%) |... |sin(6,)

The force acting on these agents (QMA;) can be evaluated using Eq.
(12).

F;=9 i rand-Mit <2 <

T2 (g 12
e "R+ € l) a2

J

Where, 9 indicates gravitational constant whose value decreases
from 9,4 to 9., On the basis of rotation angle and iterations. 6’; and 6
are the quantum states of agents. The distance Rj; between two quantum

agents is evaluated using hamming distance formulations. Further, the
acceleration of the agents at time (t) is evaluated using Eq. (13).

L L—9

% =g [randj x &% x (Qﬁ(j - fk)} 13)

keKbest, k#i

The notation € is neglected in Eq. (13) due to its constancy. Kbest]?k is
the k™ bit of the best mass agents. The symbol &f indicates the division of
the mass (Mf) to distance (Ry). The value of the sz is calculated by Egs.
(14), (15).

5k _ (ﬂ;( + 17 lff(gi) :f(ai(best) (14)
! @k, otherwise
Where,
1 l:ka>MiClTldRik§T
k El
P = { 0, otherwise (1)

Where, the notation 7 denotes the maximum possible distinct bits
among the total count of bits between i and k™ quantum agents who
can exert the active force on i agent.

Step 5: Construction of Random Forest

Each QMA; constructs a decision tree using the randomness attribute
of the RF algorithm, which are ensembled to determine the final decision
for the Twitter user to declare as spammer or non-spammer. The attri-
butes of each node in a decision tree are tested by expression
test : O— R Here, the list of possible tests is described by Reese = {r1,72,
...I;}. The suitability expression for the test change to test : A—>Ryes for
the of the attributes a : 0O—A.

At each node of the tree, the potential sub-trees (T1, T2, ..., T;) can be
constructed with test cases (r1,rs,...,r;) under the premise that T; sub-
trees are generated with r; tests. This can be expressed by the hypoth-
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esis of Eq. (16).
hy (x), test(x) =1,

hx) = hz(x),tes.t(x) T2 16)

h,(x), test(x) =1,

In the proposed QBGSRF method, the optimal split of the trees can be
obtained by calculating the heuristic function (1, v,) using the Twoing
splitting measures with respect to attributes (4;) and values (V;). The
evaluation of Na, v, is expressed in Eq. (17).

PP,
Na, v, = 4

i \p<d|nodel(Al_ vj)) 7p(d\noder(Al_ vj)) }} a7
s

Where, D represents the largest count of potential decision classes.
The notations P, and P, are the probabilities associated with left and
right nodes. The conditional probabilities for these left and right nodes

are denoted as p(d|nodel( n v, )) and p(d\noder( h v, )), respectively.
Step 6: Update Positions of Agents
The position of the agents is updated by following the principles of
QC. Here, the movement of the QMA,; is determined as illustrated by Eqs.
(18), (19).

A = rand; x A6 + a; (18)

05t = 0 + A6y (19)

After the movement of QMA;, the new quantum population is
described by Eq. (20), which is determined by changing the rotation
angle as per QBGSA strategy.

cos(@t") [cos(05?) |...leos(0)

MA! =
P | sin(er) [sin(e) |- fsin(e)

(20)
Step 7: Ensemble Decision for Twitter Spammers
The final match of the Twitter users as spammer or non-spammer is

determined by the combined outcomes from each decision tree DT(S).
The decision of each DT(S) is evaluated by Egs. (21), (22).

e(DT(S), Dstn) = > Dstn(x, ).L(y, DT(S)(x) ey
(x, y)eUu
Where,
L(y, DT(S)(x)) = { (1): §§§ i Eigi g; .

Where, Dstn indicate the distribution parameter.

Step 8: Iterative Optimization

The result outcomes of each decision tree with respect to each
Twitter user are combined as per the principles of the RF algorithm with
voting criteria. The diversity of the attributes helps to construct different
potential decision trees with diverse combinations, and hence the
ensemble decision forest outcomes are obtained by combining the de-
cision results of all the quantum agents with the completion of itera-
tions. The steps of 3 to 7 are repeated until the maximum number of
iteration (tnqy) is reached or the solution converges.

The pseudo code of the proposed QBGSRF method is described by
Algorithm 1.
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Algorithm 1
Pseudo code of the proposed QBGSRF method for twitter spammer detection.

Initialize the parameters relative to QC, BGSA, and RF algorithms.
RF=null;

t=1;

while (t < tye) do

for (j =1 to DT;) do

DTpesr= null;

spammer._classifier=choose_objects //Incorporate QMA; for the Twitter user
data with equal probability.

for (N =1 to QMA;) do

// Construct DT; by incorporating a subset of attributes at each node using the
principles of the QBGSRF method.

DT, = DT;_Construction;

if (Quality (DTpew) > Quality (DT ))) then

DTpest= DTnew;

end if

end for

Update the movement of the QMA; using Eqs. (18), (19).

RF.add (DTpes);

end for

end while

Outcome = Final classification outcome class of Twitter spammers.

Table 3
Confusion matrix components for twitter spammer detection.

Component Description

True Positive (TP)
False Positive (FP)
True Negative (TN)
False Negative (FN)

Twitter spammer classified as spammer

Twitter spammer classified as non-spammer
Twitter non-spammer classified as non-spammer
Twitter non-spammer classified as spammer

6. Results and discussion

The proposed QBGSRF method is assessed for its performance in the
experiments conducted on the 1KS-10KN and Social Honeypot Dataset
with performance assessment in terms of recall, precision, and F-mea-
sure. The computations of these measures are obtained from the com-
ponents of the confusion matrix, namely true positive (TP), false positive
(FP), true negative (TN), and false negative (FN). These components are
described in Table 3, and the assessment measures are formulated in
Table 4.

For the experiments, the datasets are partitioned into training and
testing ratios of 75:25. The division of Twitter users into training and
testing sets is presented in Table 5. To assess the efficacy of the proposed
QBGSRF method, the results are also evaluated utilizing the BGSRF
method (a combination of BGSA and RF algorithm) and the RF algorithm
alone. The confusion matrix results for experiments on the 1KS-10KN
and Social Honeypot datasets are provided in Tables 6 and 7, respec-
tively. The performance assessment outcomes for these datasets are
summarized in Table 8.

The performance assessment results, as shown in Table 8 indicate the
effective performance of the proposed QBGSRF method as well as the
presented combinational BGSRF method. In contrast, the results of the
RF algorithm are lacking, with F-measure scores of 86.45 % for the 1KS-
10KN dataset and 88.89 % for the Social Honeypot dataset. The pro-
posed QBGSRF method attained superior performance results, with F-
measure scores of 98.38 % for the 1KS-10KN dataset and 97.87 % for the
Social Honeypot dataset.

The experiments are performed on the system with configuration of
Intel i7 CPU, NVIDIA RTX 3080 GPU, and 16GB RAM. The overall
computational cost and runtime of the algorithms is evaluated in
Table 9.

From table 9, it can be noticed that the GPU acceleration has
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Table 4
Formulations of the assessment measures for twitter spammer
detection.
Assessment Measure Formulation
Recall TP
TP + FN
Precision TP
TP + FP
F-Measure Recall x Precision
Recall + Precision
Table 5

Twitter users split as per training and testing proportion of 75:25.

Proportion Twitter Users 1KS-10KN Social Honeypot Dataset
Dataset
Training (75 %)  Spammers 750 16,667
Non- 7371 14,457
spammers
Testing (25 %) Spammers 250 5556
Non- 2457 4819
spammers

Table 6
Confusion matrix results for experiments on the 1KS-10KN dataset.

(a) Proposed QBGSRF Method

Spammers Non-spammers
Spammers TP =243 FpP =01
Non-spammers FN = 07 TN = 2456
(b) BGSRF Method

Spammers Non-spammers
Spammers TP = 240 FP =02
Non-spammers FN =10 TN = 2455
(c) RF Method

Spammers Non-spammers
Spammers TP = 201 FP =14
Non-spammers FN = 49 TN = 2443

Table 7
Confusion matrix results for experiments on the social honeypot dataset.

(a) Proposed QBGSRF Method

Spammers Non-spammers
Spammers TP = 5410 FP =89
Non-spammers FN = 146 TN = 4730
(b) BGSRF Method

Spammers Non-spammers
Spammers TP = 5361 FP =127
Non-spammers FN =195 TN = 4692
(c) RF Method

Spammers Non-spammers
Spammers TP = 4822 FP = 471
Non-spammers FN =734 TN = 4348

significantly reduced the computation time for QBGSRF method by
approximately 55.56 % on the Social Honeypot Dataset, utilizing around
4 GB of GPU memory. CPU memory usage peaked at 10GB during pro-
cessing. For the 1KS-10KN dataset, the computation time was reduced to
approximately 62.7 % with GPU memory usage at 2.5 GB, compared to
6GB memory usage on the CPU. The decision tree construction in RF
leveraged multi-threading, whereas QBGSRF benefited from parallel
quantum state computations on the GPU. The key advantage of the
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Table 8
Performance assessment results.

Method Recall (%) Precision (%) F-Measure (%)
1KS-10KN Dataset
Proposed QBGSRF 97.20 99.59 98.38
BGSRF 96 99.17 97.56
RF 80.40 93.49 86.45
Social Honeypot Dataset
Proposed QBGSRF 97.37 98.38 97.87
BGSRF 96.49 97.69 97.08
RF 86.79 91.10 88.89
Table 9

Computational cost and runtime of the experiments.

Method Runtime Runtime Memory Usage Memory Usage
(CPU) (GPU) (CPU) (GPU)

1KS-10KN Dataset

Proposed 20 min 7.46 min 6GB 2.5GB
QBGSRF

BGSRF 15.43 min N/A 6GB N/A

RF 11.87 min N/A 6GB N/A

Social Honeypot Dataset

Proposed 45 min 10.26 min 10GB 4GB
QBGSRF

BGSRF 27.82 min N/A 10GB N/A

RF 21.35 min N/A 10GB N/A

QBGSRF method lies in its ability to handle complex dataset pattern in
spam detection by incorporating the benefits of quantum state compu-
tations and GPU acceleration. While GPU usage for the QBGSRF method
significantly reduces the computation time, it adds the computational
costs.

The superior performance of the proposed QBGSRF method, as
depicted in Tables 8 and 9, is attributed to the careful selection of the
hyperparameters. There is the major role of following parameters to
achieve the evaluated results:

1. Quantum Mass Agents (QMA;): The considered population of 120
QMA; ensured diversity in the optimization process, which enables
the algorithm to effectively utilize the feature space for both data-
sets. For the 1KS-10KN dataset, the higher count of 150 agents was
tested but resulted in negligible performance gains (approximately
0.2 %) but increased the runtime by approximately 17 %. On the
other hand, the lower count of 100 agents led to an approximately
1.8 % decrease in the f-measure score due to insufficient exploration.
For the Social Honeypot dataset, the increase in the count of agents
led to an increase in the runtime of approximately 22 % with no
efficient performance gain, but reducing the agents to 100 led to a
decrease in the F-measure score of approximately 2.2 %. This in-
dicates the selection of 120 agents maintains an optimal balance
between the computational efficiency and performance across both
datasets.

2. Maximum Iterations (tyq): The consideration of a maximum count
of iterations of 500 allowed the algorithm to effectively converge.
The reduction in the value of ty to 300 shortened the runtime by
approximately 10 % but also led to the reduction in the F-measure
score by 1.9 % for the 1KS-10KN dataset and 2.4 % for the Social
Honeypot dataset. This reduction in the value of tnq, points towards
the premature convergence.

3. Learning Rate («): The incorporated learning value of 0.01 effec-
tively controls the update in the quantum state, which ensures the
stability in feature optimization. The higher value of « (such as 0.02,
0.03, etc.) caused instability, while a lower value (such as 0.005)
slowed down the optimization process without an efficient incre-
ment in the performance.
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4. Random Forest Parameters (2): The included value of random
forest parameter (z = 100) provided an optimal balance between the
computation cost and performance of the algorithm. An increase in
the count of trees to 150 marginally improved the recall value
(approximately 0.5 % for the 1KS-10KN dataset and approximately
0.6 % for the Social Honeypot dataset) but led to an increase in
runtime by approximately 14 % and 16 %, respectively. On the other
hand, reducing the tree count to 80 reduced the memory usage but
decreased precision by approximately 1 % and 1.3 %, respectively,
for the 1KS-10KN and Social Honeypot datasets.

Thus, the combination of the above-mentioned tuned hyper-
parameters and GPU acceleration enabled the proposed QBGSRF
method to process the large datasets efficiently.

Further, two different experiments are conducted to analyze the
significance of different feature types, and to assess the impact of the
spammer to non-spammer ratio on the performance of the proposed
QBGSREF, as well as the other incorporated methods.

6.1. Experiment 1: significance of different feature types

This experiment determines the significance of the distinct feature
types incorporated in the process of detecting Twitter spammers. The
experiment analyzes the efficacy of each feature category, and their
effectiveness is assessed based on the F-measure score. The performance
results are calculated for each individual feature as well as combined
feature categories using RF, BGSRF, and proposed QBGSRF methods.
The F-measure results for the experiments on the 1KS-10KN and Social
Honeypot datasets are illustrated in Tables 10 and 11, respectively.

In both datasets, the significance of different features varies due to
differences in data size, and accordingly, the importance of feature at-
tributes changes. In both datasets, the performance of the methods is
superior for the combined feature categories compared to the perfor-
mance evaluated for the individual feature categories.

For the 1KS-10KN dataset, the performance outcomes presented in
Table 10 indicate the superior significance of the user profile-based
features with maximum F-measure among the individual feature cate-
gories, and the inferior performance of the time-based features with
minimum F-measure. The significance of the incorporated features in
descending order is described as follows: user profile, textual, URL,
miscellaneous, automation, user activities, and time-based features. The
significance order is consistent for the proposed QBGSRF method, as
well as for BGSRF and RF methods.

For the Social Honeypot dataset, the performance outcomes illus-
trated in Table 11 highlight the higher significance of textual features
with a higher F-measure, and the lower significance of time-based fea-
tures with low F-measure among the individual features. The signifi-
cance of these features in descending order is presented as follows:
textual, user activities, user profile, automation, miscellaneous, URL,
and time-based features. Similar to the 1KS-10KN dataset, the signifi-
cance order for the Social Honeypot dataset experiments is also the same
for all the proposed QBGSRF method, BGSRF method, and RF method.

The results from experiments on both datasets indicate the inferior
significance of the time-based features in comparison to other feature

Table 10

Significance of feature categories for experiments on 1KS-10KN dataset.
Feature RF BGSRF QBGSRF
Textual Features 67.32 % 72.47 % 77.35 %
URL Features 54.48 % 63.43 % 69.60 %
User Activities based Features 39.05 % 43.36 % 48.05 %
User Profile Features 69.88 % 76.091 % 81.47 %
Time based Features 31.27 % 35.70 % 38.13 %
Automation Features 42.54 % 44.40 % 51.29 %
Miscellaneous Features 49.53 % 58.61 % 64.77 %
All Features 86.45 % 97.56 % 98.38 %
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Table 11

Significance of feature categories for experiments on social honeypot dataset.
Feature RF BGSRF QBGSRF
Textual Features 74.66 % 83.39 % 86.56 %
URL Features 42.17 % 46.17 % 57.58 %
User Activities based Features 67.35 % 72.67 % 78.40 %
User Profile Features 65.12 % 66.65 % 76.43 %
Time based Features 29.59 % 33.78 % 41.02 %
Automation Features 54.83 % 62.27 % 64.47 %
Miscellaneous Features 49.41 % 56.11 % 62.45 %
All Features 88.89 % 97.08 % 97.87 %

categories. The analysis of feature significance reveals varying impor-
tance of feature categories for both datasets. In the case of Social Hon-
eypot dataset, the textual, user activities, and user profile features are
among the top three superior features, whereas the significance of user
activities changes to one of the inferior feature categories for the 1KS-
10KN dataset due to the dataset containing a single tweet per user.
Similarly, while URL features are significant for the 1KS-10KN dataset,
they rank as the second least significant in the Social Honeypot dataset.
These variations in feature significance are influenced by dataset size
and the available attributes.

6.2. Experiment 2: impact of spammer to non-spammer ratio

This experiment evaluates the impact of the spammer to non-
spammer ratio on the effectiveness of the proposed QBGSRF method.
The proportion of spammer and non-spammer users is different in the
original datasets of 1KS-10KN and the Social Honeypot dataset. In the
1KS-10KN dataset, as the name suggests, the proportion of non-spam
users is approximately 10 times that of spam users. For the Social
Honeypot dataset, there is also a difference in the spammer and non-
spammer user ratio.

For this experiment, four different proportions of spammer to non-
spammer users are considered: 1:1, 1:2, 1:5, and 1:10. The respective
data for these proportions is described in Table 12. To attain the
aforementioned proportions, the data of 1000 spam users and 9828 non-
spam users respective to the 1KS-10KN dataset is utilized, while for the
Social Honeypot dataset, the data of 19,276 spam and an equal number
of non-spam users is considered. In the case of the 1KS-10KN dataset, the
spam users are only 1000 in the dataset, therefore, the count of non-
spam users is increased with the increasing proportion of non-spam
users. Conversely, in the case of the Social Honeypot dataset, the
count of non-spam users is considered fixed, and the count of spam users
is decreasing with the increasing proportion of non-spam users. This
varying proportion of spam and non-spam users will allow to evaluate
the proposed method for the diverse experiments.

For performance evaluations, the 75 % of the data is randomly
selected for training, while the remaining 25 % is utilized for testing.
The impact of the spammer to non-spammer ratio of Twitter users on the
performance of the methods is illustrated in Tables 13 and 14 for the
1KS-10KN and Social Honeypot datasets, respectively. These results are
assessed using the F-measure as the assessment metric.

The results evaluated in Table 13 for the 1KS-10KN dataset show that
the proposed QBGSRF method achieved lower F-measure score of 96.36

Table 12
Statistics of twitter datasets to analyze the impact of spammer to non-spammer
ratio.

1KS-10KN Dataset Social Honeypot Dataset

Ratio Spammer Non-Spammer Spammer Non-Spammer
1:1 1000 1000 19,276 19,276
1:2 1000 2000 9638 19,276
1:5 1000 5000 3855 19,276
1:10 1000 9828 1928 19,276
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Table 13
Impact of spamer to non-spammer ratio for experiments on the 1KS-10KN
dataset.

Ratio RF BGSRF QBGSRF

1:1 82.57 % 95.93 % 96.36 %

1:2 84.36 % 96.15 % 96.96 %

1:5 85.15 % 96.76 % 97.79 %

1:10 86.33 % 97.58 % 98.38 %
Table 14

Impact of spammer to non-spammer ratio for experiments on the social honey-
pot dataset.
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% for the 1:1 proportion of spam to non-spam users compared to the
original dataset proportion. This value increases to 96.96 % for the 1:2
proportion, 97.79 % for the 1:5 proportion, and 98.38 % for the 1:10
proportion. Here, the proportion 1:10 is the original value of data, which
was considered during the initial experiment without any adjustments to
the proportion of spam or non-spam users. These findings indicate an
improvement in the performance of the proposed method as the pro-
portion of non-spam users increases in the 1KS-10KN dataset.
Similarly, the results in Table 14 for the Social Honeypot dataset
show an increase in the F-measure to 98.41 % for the 1:1 proportion,
which was only 97.87 % in the original dataset proportion using the
proposed QBGSRF method. However, this value decreases to 97.25 % for
the 1:2 proportion, 96.76 % for the 1:5 proportion, and 95.70 % for the

Rati RF BGSRF BGSRF . R .
atlo Q 1:10 proportion. This indicates the decrease in the performance of the
11 88.36 % 97.22 % 98.41 % proposed method as the proportion of spam users decreases in the Social
1:2 88.11 % 95.88 % 97.25 % Honeypot dataset
1:5 85.65 % 95.63 % 96.76 % ’
1:10 84.08 % 93.40 % 95.70 % The lower performance of the 1KS-10KN dataset for the 1:1
1KS-10KN
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Fig. 3. Comparison of the proposed QBGSRF method with state-of-the-art methods for experiments on the social honeypot dataset.
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proportion compared to the 1:10 proportion is due to the limited data
availability in the 1KS-10KN dataset, specifically the presence of only a
single tweet per user. On the other hand, the proposed method out-
performed in the case of the Social Honeypot dataset for the 1:1 pro-
portion compared to the 1:10 proportion.

The other methods (BGSRF and RF) exhibit similar patterns for both
the 1KS-10KN and Social Honeypot datasets, as illustrated in Tables 13
and 14, respectively. The evaluation of higher F-measure values using
the proposed QBGSRF method ensures the robust behavior of the pro-
posed methodology.

6.3. Comparison

The proposed QBGSRF method is compared with the BGSRF method,
the RF algorithm, and several state-of-the-art methods. The incorporated
methods are presented by Vives et al. [23], Kumari and Balkishan [44,
50], Deng et al. [51] and Tripathi et al. [52].

Vives et al. [23] evaluated the results for the 1KS-10KN and Social
Honeypot datasets using the Hybrid Gravitational Search Algorithm and
Decision Tree (HGSDT) method, Decision Tree (DT), Support Vector
Machine (SVM), and Back Propagation Neural Networks (BPNN).
Kumari and Balkishan [44] conducted the experiments on the 1KS-10KN
dataset using the Ant Colony Optimization based Detection of Suspicious
Content and Profile (ACODSCP) method. Further, Kumari and Balkishan
[50] performed the experiments on the Social Honeypot dataset using
the Ant Colony Optimization based Threatening Account Detection
(ACOTAD). The performance comparison is illustrated in Figs. 2 and 3 in
terms of F-measure for the 1KS-10KN and Social Honeypot datasets,
respectively.

Deng et al. [51] evaluated the results for both the 1KS-10KN and
Social Honeypot datasets using Markov-Driven Graph Convolutional
Network (MDGCN), hybrid Adaptive Reward Markov Random Field
with Graph Convolutional Networks (ARMGCN), and integration of
MDGCN with conditional random fields (MDGCN-CRF). Tripathi et al.
[52] determined the results for Social Honeypot dataset using Markov
Enhanced Graph Attention Network (MEGAT).

The comparison graphs illustrated in Figs. 2 and 3 demonstrate the
superior performance of the proposed QBGSRF method compared to
state-of-the-art methods for Twitter Spammer detection. These results
also highlight the improvement in the Twitter Spammer detection in an
effective manner compared to other methods.

7. Conclusion

This paper presented a novel QBGSRF method to effectively detect
Twitter spammers. The proposed method combined the principles of
quantum mechanics via the QC algorithm, the metaheuristic abilities of
the BGSA method, and the machine learning method of the RF algo-
rithm. The combined attributes of the aforementioned methods enable
quantum agents to quickly determine effective Twitter spammers by
constructing decision trees based on the principles of the RF algorithm.
The performance results of the proposed QBGSRF method were evalu-
ated for the 1KS-10KN and Social Honeypot datasets, and attained the
effective performance f-measure scores of 98.38 % and 97.87 %,
respectively. The results are also calculated using BGSRF and RF
methods, but these methods lack in comparison to the QBGSRF method.

Additionally, two different experiments were conducted to access the
significance of different feature categories and the impact of the Twitter
spammer to non-spammer ratio. The results revealed that user profile-
based features were most significant for the 1KS-10KN dataset, while
textual features were most important for the Social Honeypot dataset.
The time-based features were lacking in both datasets compared to other
features. Regarding the impact of the spammer to non-spammer ratio,
the proposed method noticed a lower performance score in the 1:1
proportion compared to the 1:10 proportion for the 1KS-10KN dataset.
Conversely, it determined a higher performance score in the 1:1

11

Results in Engineering 25 (2025) 103993

proportion compared to the 1:10 proportion for the Social Honeypot
dataset.

In the overall scenario, the proposed QBGSRF method outperformed
the existing state-of-the-art methods, demonstrating its effectiveness in
Twitter spammer detection.
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