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Abstract

This thesis argues that in order to establish a sound information security culture
it is necessary to look at organisation’s information security systems in a socio-
technical context. The motivation for this research stems from the continuing
concern of ineffective information security in organisations, leading to potentially
significant monetary losses. It is important to address both technical and non-
technical aspects when dealing with information security management. Culture
has been identified as an underlying determinant of individuals’ behaviour and this
extends to information security culture, particularly in developing countries. This

research investigates information security culture in the Saudi Arabia context.

The theoretical foundation for the study is based on organisational and national
culture theories. A conceptual framework for this study was constructed based on
Peterson and Smith’s (1997) model of national culture. This framework guides the
study of national, organisational and technological values and their relationships
to the development of information security culture. Further, the study seeks to
better understand how these values might affect the development and deployment

of an organisation’s information security culture.

Drawing on evidence from three exploratory case studies, an emergent conceptual
framework was developed from the traditional human behaviour and the social
environment perspectives used in social work, This framework contributes to in-
formation security management by identifying behaviours related to four modes of

information security practice. These modes provide a sound basis that can be used

ii
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to evaluate individual organisational members’ behaviour and the adequacy of ex-
isting security measures. The results confirm the plausibility of the four modes of

practice.

Furthermore, a final framework was developed by integrating the four modes
framework into the research framework. The outcomes of the three case stud-
ies demonstrate that some of the national, organisational and technological values
have clear impacts on the development and deployment of organisations’ informa-

tion security culture.

This research, by providing an understanding the influence of national, organi-
sational and technological values on individuals’ information security behaviour,
contributes to building a theory of information security culture development within
an organisational context. The research reports on the development of an inte-
grated information security culture model that highlights recommendations for
developing an information security culture. The research framework, introduced
by this research, is put forward as a robust starting point for further related work

in this area.
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Chapter 1

INTRODUCTION

1.1 Introduction

Public and private organisations face a wide range of information threats. Securing
their information has become a crucial function within the information systems
management regime. With an increasing reliance on technologies connected over
open data networks, effective information security management (ISM) has become
a critical success factor for public and private organisations alike. In order to
achieve effective ISM, it is essential to develop and deploy an effective information

security culture.

Best practice and trends in information security are similar throughout the world.
However, when it comes to applying these best practice approaches to specific
situations, local context and circumstances need to be considered. This is the case
when we consider the application of generic best practices to a specific country,
particularly a country which may be considered as still developing technologically,

and where there is uneven technological development.

Previous studies have shown that non-technical issues are at least as important

as technical issues in safeguarding an organisation’s sensitive information (Dhillon
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and Torkzadeh, 2006; Siponen and Oinas-Kukkonen, 2007). However, the im-
portance of non-technical information security management issues, has been de-
emphasised in much previous ISM research, which tends to be quantitative in
nature (Siponen and Oinas-Kukkonen, 2007). Researchers have also argued that
organisations need an information security culture as well as technological mech-
anisms to ensure a safe environment for information assets (Chia et al., 2002;
Ruighaver et al., 2007; Schlienger and Teufel, 2002, 2003; Zakaria and Gani, 2003;
Zakaria, 2004). There is a particular lack of attention in the current ISM literature
about developing countries and on how factors such as the national and organisa-
tional culture, the information security environment and the level of information
security awareness, relate to individual attitudes towards information security and

its management.

Thus, the challenge is to determine which aspects of an organisation’s environ-
ment facilitate and enable sustainable information security compliance. This is a
complex issue with no easy answers. One aspect that is prominent in the extant
literature is that creating a security culture is becoming a key goal for private
and public organisations in their attempts to safeguard their information assets.
A culture that encourages ethical conduct and commitment to compliance with
information security requirements appears to be what organisations need to focus
on. In order to achieve this goal, firstly, the environmental factors that influence
behaviour and encourage or inhibit individual employees and managers from doing
the right thing, even when they know what the policy says, should be identified.
Secondly, an effective management strategy that manages internal and external

factors should be implemented.

The intent of this study is to contribute to the body of knowledge related to
the development and deployment of information security culture in the context
of developing countries. Using a case study approach, this thesis examines the
factors affecting individuals’ beliefs and behaviours related to information security
culture. Specifically, the study will examine factors, internal and external to the

organisation, which influence information security development and deployment
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in three different types of organisations (public, private and non-profit) in Saudi

Arabia.

1.2 Overview of research problem

The information security discipline is concerned with the quality of information
and the technical mechanisms and infrastructures used to protect information ass-
ests Information security management focuses on information security governance
and ensuring its realisation at the operational level. There are many unresolved
problems associated with effective information security management in developing

countries.

The current ISM literature seeks to address some of these issues, however, most
of this literature adopts a Western culture or industrialised perspective. When
the context of information security management is a developing or non-Western

or non-industrialised culture, this literature may not be applicable.

This research is concerned with effective information security management in a
non-Western culture, specifically Saudi Arabia. The core research problem that

this study addresses is:

What organisational elements need to be addressed or managed to
develop and deploy an effective information security culture in the

Saudi Arabia context?

The motivation for this research is to resolve this problem and thereby provide use-
ful recommendations for organisations’ managers and implementers of information

security programs in the Saudi Arabia context.
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1.3 Research goal

The goal of this research is:

To provide a useful, integrated, practice-oriented and theoretically sound frame-
work that will assist organisations to succeed in the challenging task of implement-
ing and managing quality information security culture within the Saudi Arabia

context.

1.4 Research objectives

The objectives of this research study are to:

1. Explicitly identify, present and discuss the information security manage-
ment practices and cultural factors which may affect implementation and
development of information security management in non-Western or non-

industrialised cultures.

2. Understand the relevance of each of these identified components, as well as
their interactions with each other, and develop from this a holistic framework
for developing and deploying an information security culture in the Saudi

Arabia context.

3. Assess the resulting framework using data gathered from real-world situa-
tions to understand how the component parts of the framework impact on
organisation’s information security culture development and deployment in

the Saudi Arabia context.
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1.5 Research questions

In order to achieve the research objectives, the following research questions are

constructed:

1) What are the current management practices in relation to informa-

tion security management and influencing cultural factors in the context

of Saudi Arabia?

Information security management literature states that there is a need to address
non-technical issues related to security management. Particularly with respect
to developing countries, there is a lack of attention in the open literature on
factors such as national and organisational culture, environment, and the level of
awareness of information security culture and how these factors relate to attitudes
towards information security and its management. Hence, appropriate measures

need to be designed to protect critical assets.

This question seeks to explore current information security management practices
in Saudi Arabia and to identify the cultural factors that influence these practices.
Through this question, this study seeks insights into information security decision
making and to understand organisational flexibility and adaptability when en-
countering internal and external information threats, particularly in the context

of dynamically changing organizational environments.

2) To what extent do the dimensions of both organisational and na-
tional culture influence individuals’ related information security prac-

tices?

It is well understood from existing literature (House et al., 2004; Schein, 2004;
Hall, 1976) that people from different cultures perceive and understand things dif-
ferently. This notion extends to the domain of information security management.
An understanding of the effect of culture on individuals’ information security re-
lated behaviors may assist the development and deployment of information security

management strategy.
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In order to establish a deep focus for this research the dimensions of organisational
and national culture, will be thoroughly investigated. Through this question, the
influence of organisational and national culture on the information security culture
and the impact they have on information security management effectiveness will

be investigated.

This research question seeks to provide a deeper understanding of the roles of
information security management governance and the impact of organizational and
national culture. This question will be answered by addressing two investigative
questions. The investigative questions are those that the researcher must answer
in order to satisfactorily answer the general research question (Emory and Cooper,
1991). This is done by taking the general research question and breaking it down

into more specific elements. The investigative questions are:

S-RQ1: To what extent do the relevant values of national culture influ-

ence the effectiveness of information security management?

S-RQ2: To what extent do the relevant values of organisational culture

influence the effectiveness of information security management?

As these investigative questions are explored and answered in the course of the

research, they provide a foundation for the following third research question.

3) How can organisations achieve a quality and successful information
security culture with respect to the proposed framework that satisfies

requirements of the Saudi Arabia context?

The factors identified are used to develop an information security management
model. The resolution of this question seeks to propose a model that will assist in

achieving an information security culture in the Saudi Arabia context.
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1.6 Research design

This research seeks to better understand the socio-technical elements and processes
that impact information security culture formulation and implementation in the
Saudi Arabia context. The underlying social and technical dynamics that affect
the creation and implementation of information security culture are complex and
currently lack definition. Through three in-depth case studies, this research aims
to provide a structured analysis of these elements, particularly as they relate to

organizational and national values.

This research starts with a literature analysis focusing on key concepts from the
areas of information systems management and cultural studies. The initial find-
ings will help to set and refine the study’s aims, scope and the research questions.
A focused literature analysis about information security management practices is
presented to identify possible lessons for enhancing information security manage-

ment for organisations in the Saudi Arabia context.

An exploratory case study of the information security management practices in
the Saudi Arabia context will be conducted that aims to test the extent to which
the factors and issues drawn from the open literature apply in the Saudi Arabia

context and to investigate other possible cultural and country-specific issues.

The proposed framework and the relationships between the factors in the frame-
work will be applied and verified by collecting data in selected Saudi Arabia or-
ganisations using a qualitative approach. These findings will then be related to
the information security framework. Figure 1.1 depicts the research design and

the steps that will be undertaken during this study:

1. A synthesised literature review capturing information security management

factors and values will be conducted.

2. A conceptual framework of information security management factors will be

proposed based on the findings of the literature.
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Research Input output Research Process Research Data

Define Strategy
and Context

| |
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| |
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|

Implications for
Practice and Research

Ficure 1.1: Research Design

3. Three in-depth exploratory case studies will be conducted to investigate com-
ponents of the conceptual framework. National and organisational cultural
values will be related to information security culture factors and issues. The
case studies will be conducted at three Saudi Arabia organisations. There

are two aspects to this exploration:

(a) Documentation about each case organisation will be thoroughly anal-
ysed to glean relevant information to determine specific areas needing

follow-up in the next phase.

(b) Semi-structured interviews with members of the selected organisations
will be conducted to extend the findings from the documentation and

to complete the exploration of the cases.

4. Collected data will be codified and analysed.

5. The findings resulting from the data analysis (4) will then be discussed with

respect to the research questions.
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6. These findings (5) will then be interpreted within the context of the research

framework.

7. The conceptual framework (2) will be refined to reflect the findings arising
from (5) and (6)

8. The thesis concludes with a summary of the findings and resulting framework

and their implications .

1.7 Benefits of the research

1.7.1 Applied benefits

The outcomes of this research will be relevant to many types of organisations such
as government and private for-profit organisations to develop and deploy sound
information security cultures to effectively protect their information assets. The

applied benefits in this study are:

1. An integrated framework for information security management, which can
be used for ISM governance and operations to promote increased awareness

of, and consensus towards a workable information security culture.

2. Presentation of a comprehensive analytical model of individuals’ information

security compliance behaviours.

3. Identification of cultural factors which may impact information security man-

agement in the Saudi Arabia context.

4. Provision of examples of information security culture practices that were

positively and adversely affected by not taking cultural factors into account.

5. Provision of examples of information security culture outcomes that are as-

sociated with information security culture practices.
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1.7.2 Academic benefits

The planned academic benefits of this study are to:

1. Identify an appropriate referent theory for information security management

related to information security culture

2. Investigate and describe the effects of culture on effective information secu-

rity management governance and operation.

3. Provide an analysis of information security management activities and in-

formation security culture in the Saudi Arabia context.

4. Provide a sound basis for further research into information security manage-

ment in non-Western cultures.

1.8 Focus of the research

The issues that are considered integral and peripheral to the focus of this research

are itemised below.

1. Integral issues: These are the central focus of this research and are investi-

gated in detail.

a) Activities and factors associated with information security management

aspects of information security management programs.

b) Activities and factors associated with a non-Western culture that may

impact upon information security management.

2. Peripheral issues: Although these are not the central focus of this research,
reference may be made to them for the sake of completeness. These are not

investigated in as much detail as the centrally-focused issues.

a) Information security roles not related to management of the information

security environment.
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b) Specific technologies or information systems in relation to the development

of information security culture.

c¢) Specific data or data management systems in relation to the development

of information security culture.

1.9 Structure of the thesis

Chapter 1 has introduced the need for a greater understanding of organisational
elements associated with effective information security culture in the context of
Saudi Arabia. The research questions, study design and potential contributions
from the study have been presented. A background to the overall context of the
study and the motivations and rationale for the study has also been provided. An

outline of each of the remaining chapters follows.

Chapter 2 is the literature analysis. It outlines the foundations of the study. The
three main subject areas are reviewed: information security management, infor-

mation security culture and the cultural dimensions of the Saudi Arabia context.

Chapter 3 presents the initial framework for the research derived from the liter-
ature In this chapter, the dimensions of the framework and how they are derived
are brought forth. This chapter concludes by presenting the analytical framework

used in the research.

Chapter 4 presents the research methodology. A case study method is used.
The chapter begins with a theoretical perspective of the research methodology.
The background for the selection of the case study method is discussed. Then,
the case study protocol including data collection procedures is outlined including
their relevance to each phase of the research and how they relate to the research
questions. Finally, the data analysis strategy and processes are discussed, followed

by a discussion of the issues associated with validity and reliability.

Chapter 5 presents and discusses the research findings that pertain to information

security culture effectiveness for each of the three case studies.
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Chapter 6 synthesises the findings from the three cases, and refines the conceptual

model proposed earlier in Chapter 3.

Chapter 7 concludes the thesis by discussing the outcomes in terms of the re-
search questions and in light of their contributions, significance and limitations.

Recommendations for further research are outlined in this chapter.

Figure 1.2 shows the thesis structure.
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Chapter 3:

FIGURE 1.2: Structure of the Thesis



Chapter 2

THE LITERATURE REVIEW

In this chapter, due to the lack of theory and empirical research in information se-
curity culture in the current literature, the research review will broadly investigate
literature from several perspectives. The current literature on information security
management with emphasis on social-technical aspects, and the relevant charac-
teristics of Saudi Arabia were reviewed. The focus will be on factors and issues

that have an impact on information security culture development and deployment.

The literature on information security management systems highlights the concept
of information security management, in relation to three basic aspects: 1) Informa-
tion management in the public vs. private sector; 2) Information and knowledge
management; and, 3) Country context, and the inter-relationships between these
aspects. Also, the role of information security management systems standards and
the use of social-technical approaches in addressing these organisational and social

issues were reviewed.

The literature reviewed on culture highlights both national and organisational
aspects and their relationship with the information systems. The relationship
between these two aspects and the information security management system is

discussed under the information security culture section.

14



THE LITERATURE REVIEW 15

The reviewed literature on information security culture highlights the problems of
information security culture development and implementation, including organi-

sational and social issues.

The review of Saudi Arabia literature highlights the current state of the ICT in
Saudi Arabia, the e-government initiative, social and cultural aspects and other

related issues.

2.1 Information security management systems

The purpose of an organisation’s information system is to provide access to its
services anywhere at anytime over closed and open networks. This leads to issues
of security and privacy in the management of the information systems. Manag-
ing such issues in the public sector has different emphases than in the private
sector. The broader information system approach is socio-technical by nature,
involving people and processes as well as technologies; hence, particularly in tran-
sitional countries, the social culture and characteristics of the country are factors
in successful information security management. This means that the concept of
information management incorporates three important perspectives of an informa-
tion system, namely the human dimension, the organisational (public vs. private

sector) and the technological dimensions.

The following subsections provide an overview of the current state of these three

aspects and how they relate to the concept of information security management.

2.1.1 Information security management concept

Security is traditionally concerned with the information properties of confidential-
ity, integrity and availability. These properties underpin services such as user au-
thentication, authorisation, accountability and reliability. Other properties such

as authenticity, accountability, non-repudiation and reliability are also involved
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‘Waves

Description

Identifying Issues

The Technical Wave
Duration: up to about
the early 1980s

This wave is mainly characterised by a
very technical approach to information
security.

Access control lists, user-IDs and pass-
words.

The Management
Wave Duration: from
about the early 1980s
to the mid-1990s

This wave is characterised by a grow-
ing management realisation of, and
involvement with, the importance of
information security. The Manage-
ment Wave supplements the Technical
Wave.

Information security policies, informa-
tion security managers and organisa-
tional structures for information secu-
rity.

The Institutional Wave
Duration: started in
the late 1990s

This wave is characterised by the de-
velopment of best practices and codes
of practice for information security
management, international informa-
tion security certification, cultivating
information security as a corporate cul-
ture, and dynamic and continuous in-
formation security measurement.

Information Security Standardisation,
International Information Security
Certification Cultivating an informa-
tion security culture right throughout
an organisation. Implementing met-
rics to continuously and dynamically
measure information security aspects
in organisations.

The Governance Wave
Duration: continues
today

This wave is driven by developments
in the fields of Corporate Governance
and related legal and regulatory areas.
It therefore can be described as the
process of the explicit inclusion of in-
formation security as an integral part
of good corporate governance, and the
maturing of the concept of information
security governance into the business
mainstream.

Management and leadership commit-
ment of the board and top manage-
ment towards good information secu-
rity; proper organisational structures
for enforcing good information secu-
rity; full user awareness and commit-
ment towards good information se-
curity; and necessary policies, pro-
cedures, processes, technologies and
compliance enforcement mechanisms.

TABLE 2.1: The ISMS Waves description and issues (adapted from von Solms,

2000; 2006)

[ISO/IEC 17799:2005]. Security mechanisms refer to the technologies that pro-
vide the security services; for example digital signatures and firewalls. In this
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