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Abstract

Providing an environment for electronic commerce in-
volves complex, technical questions that need to be addressed
and understood by decision making bodies.  This paper studies
one attempt to support electronic commerce at the national
level.  It looks at the Regulation of Investigatory Powers Bill in
the UK and focuses on the political actions of those seeking to
amend the Bill in Parliament.  After presenting the situation,
the paper analyzes the actions in terms of a due process model
of political action.  The paper presents the results of this analy-
sis and reflects on the implications for theory and practice.

1. INTRODUCTION

From the first moment that information systems were conceptualized in
terms of the interaction between computing technology and human activity
systems (Checkland 1981), questions of politics have been a part of the
discourse around the implementation and use of systems.  The political element
of information systems has most commonly been seen in terms of organizational
questions surrounding the implementation of new computer systems (Markus
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1983).  Others have viewed systems development in terms of wider political
questions, for example in terms of labor relations and employee empowerment
(Kyng and Mathiassen 1982; Mumford 1983), gender relations (Everts 1998)
and autonomy and control (Winner 1977).

Political issues must also be considered at more macro levels, as organiza-
tions and systems extend beyond national jurisdictions. The globalizing potential
of information and communication technologies is highlighted as a contributing
factor to the capacity of transnational organizations to no longer be constrained
by national boundaries (Angell 2000), or emphasizing practical limitations for
national governments to control content (Wallace and Mangan 1997), data
flows, and crime. The intersections between political action and new techno-
logies are also seen when governments attempt to implement national infor-
mation infrastructure projects (National Research Council 1994; West 1996),
or when technology is considered to support existing statutory powers and norms
(IETF 2000) or when technology is designed with aspects that circumvent tradi-
tional state powers (Anderson 1997).

Political action is also associated with information technology when
governments seek to create legislative frameworks that support or encourage
new trends such as electronic commerce, or address issues such as the �digital
divide� (U.S. Department of Commerce 2000).  While  the tools available to
information systems researchers are becoming increasingly sophisticated for
understanding organizational politics, they are far less refined for understanding
political action at the national level (Silverstone and Mansell 1996).

This paper adds to this understanding of the politics surrounding information
and communication technologies at the national level by considering the oppo-
sition to a recent piece of legislation in the United Kingdom, the Regulation of
Investigatory Powers Act (RIP 2000).  This detailed piece of legislation was
widely opposed and was heavily amended during its progress through the parlia-
mentary process.  As such, it provides a rich resource from which detailed
understanding of the political process can be gained.  Moreover, the debate
about the proposed Act, both in the media and in parliament, is available in
publicly accessible documents, which form the basis for the analysis.

Section 2 introduces the need to provide a secure environment for electronic
commerce and shows how the RIP Bill sought to support this.  The paper then
introduces a model of due process, which is used to analyze the political process
involved in opposing the Bill.  This addresses the two main forms of opposition
to the Bill:  the report sponsored by business and the activities of a think tank.
Some outcomes of the political debate are described.  The paper then analyzes
the political processes associated with the act in terms of the model of due
process and the implications for our understanding of the political process and
the due process model are described.  The paper ends with a summary of the
paper and a discussion of the implications raised.
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2. SECURE ELECTRONIC COMMERCE AND THE
REGULATION OF INVESTIGATORY POWERS ACT

Electronic commerce has grown significantly in recent years and has now
reached a stage where it has the potential to become a significant part of most
developed economies.  As such, national governments have begun to become
concerned with the role that they should be playing to ensure that e-commerce
could fulfill this potential for their economies, although many governments
began thinking about this before e-commerce had taken off.  Despite the techno-
libertarian views of many involved in the new media, governments have tradi-
tionally been involved in most economic activities, providing a relatively peace-
ful, mostly prosperous, environment that makes wealth creation possible
(Borsook 2000).

Unfortunately, it is not immediately apparent what governments should do
to support electronic commerce because the requirements for successful elec-
tronic commerce may conflict with other requirements traditionally seen as
within the scope of government activity (taxation, consumer protection, etc.).
One of the greatest such conflicts arises with secure electronic commerce.  That
is, for electronic transactions such as Internet transactions to be acceptable, some
certainty and reliability needs to be established between trading partners.  The
details of the business transaction need to be shared, and when some of this data
is valuable, the sharing must be done confidentially (as in credit card numbers,
bank account numbers, etc.).  The integrity of the shared data needs to be
verified, to ensure that a business transaction requesting one book has not been
changed to a request for 10 books.  In a converse example, some form of
protection against a client fraudulently claiming to have ordered only one book
when the order was originally for 10 means that some form of non-repudiation
is also required.  To some extent, the business transaction also requires authenti-
cation; that is, consumers need to know that they are dealing with bookstore.com
and not booksore.com, which may be fraudulently seeking to mimic the
legitimate store. Cryptography is generally accepted as a part of the solution to
provide the required security for Internet transactions:  confidentiality, integrity,
authentication, and non-repudiation.

If electronic commerce uses encryption technology to secure its business
transactions, this same technology can potentially be used by those involved in
criminal activities for transactions over the Internet and this forms the basis of
the government�s dilemma.  In order to support electronic commerce, it should
encourage the strongest forms of encryption that are technically feasible (Blaze
et al. 1996).  Indeed, the normally apolitical Internet Engineering Task Force has
called for the strongest form of encryption available (IETF 1996).  Unfor-
tunately, these same techniques can be used for criminal activity, to the
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disadvantage of law enforcement agencies (White House 1996) that will find
themselves unable to access Internet transactions concerning criminal activity.
If government ensures that law enforcement agencies are able to have access to
all encrypted Internet transactions, then confidence in the security of electronic
commerce will be limited.

This was the dilemma facing the UK government, which, despite having a
clear strategy to help make the UK �the best place in the world for e-commerce�
(Office of the e-Envoy 2000), introduced the RIP Bill to Parliament stating that
the Bill was intended

to allow the law enforcement agencies to maintain their success
record against a diverse series of threats including drug
trafficking, money laundering, human trafficking, paedophilia
[sic], tobacco smuggling and other serious offences (Hansard
2000a Column 768).

Initially, the UK government sought to address both potential and contro-
versial applications of cryptography, that is for electronic commerce and for
criminal use, into a single piece of legislation (DTI 1997).  However, for
practical reasons, it ended up splitting the legislation into two different acts.

The first, the Electronic Communications Bill, became law in 2000.  The
second, the Regulation of Investigatory Powers Bill, which was to contain the
law enforcement provisions with respect to investigations involving the use of
encryption, was then introduced.  While encryption was the focus of part III of
the Bill, the opportunity was taken to revitalize law enforcement powers dealing
with communications generally, and thus to update the Interception of Com-
munications Act 1985.  The RIP Bill was of concern because of its possible
impact on encryption and interception on electronic commerce.  There were
additional concerns that, because of the interception components within the RIP
Bill (and its extension to the Internet), this would create burdens on Internet
Service Providers (ISPs) and thus raise the costs and risks of doing electronic
commerce in the UK, resulting in some ISPs choosing to move services offshore.
Another concern was that it would introduce potential points of failure into the
network and, more generally, weaken the competitiveness of the UK economy.
The Regulation of Investigatory Powers Bill was introduced to Parliament on
February 9, 2000, and was passed on July 28, 2000.

This Bill, which has been dubbed �the snoopers charter,� was the focus of
concerted, political protest and as a result was changed significantly during
debates in Parliament.  Patricia Hewitt, the E-Minister with overall responsi-
bility for e-commerce policy, has admitted that not �everything was right in the
first version of the RIP Bill� (Mathieson 2000), which runs counter to the claims
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made when the Bill was first introduced that it was well thought out, having
been the result of detailed engagement with �serious commentators� (Clarke
2000).  Hewitt believes that the Bill was greatly improved as a result of �very
extensive parliamentary debate� (Mathieson 2000) and while it is true that the
RIP Bill was one of the most heavily amended Bills in recent parliamentary
history, this statement does not explain why the Bill was so heavily amended,
nor does it indicate which issues were considered as necessary for amendment.

This then, forms the basis of the situation to be analyzed.  The government
introduced a piece of legislation seen by many to be problematic.  There was
considerable organized opposition to the Bill.  Two agents were particularly
active in opposing the Bill.  First there was a report commissioned by the British
Chambers of Commerce (BCC) and second there was the continuous work of the
Foundation for Information Policy Research (FIPR).  Others involved in the
lobbying/briefing process included Charles Lindsey, a former academic, who
advised some of the Lords, and other organizations such as LINX (London
Internet Exchange), the Institute of Directors, the Internet Service Providers
Association (ISPA), and the Confederation of British Industry.  Their involve-
ment was more limited, however, so this paper will focus on two key actors: the
BCC report and FIPR.  Both play key roles in the political process although, as
the Bill is amended during the normal parliamentary process, their involvement
is by definition indirect.  The situation is further complicated by the fact that,
although many involved in coordinating the opposition to the Bill had
experience addressing other pieces of technology related legislation, very little
has been written about the political process they undertook.  In particular, it
appears that they did not follow any predetermined strategy for organizing their
activities.  One of the purposes of this paper, therefore, is to try and understand
the political action and learn lessons from it in terms of our understanding of
regulation, representation, and the politics of technology (Introna and
Nissenbaum 2000).

The analysis of this piece of political action begins with the presumption
that the effects of the political action are at a distance (Rose and Miller 1992)
and that communication (through briefings and reports) plays a key role in the
process (Cooren 2000).  This perspective suggests that many of the concepts
associated with actor network theory (Law and Hassard 1998) could be used to
understand the political process.  A model of political process that uses these
concepts is introduced in the next sections; the paper then considers the report
commissioned by the British Chambers of Commerce (BCC 2000) and the
lobbying activities of FIPR before analyzing them in terms of the due process
model.
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3. POLITICAL ACTION FOR
TECHNOLOGICAL ISSUES

There are many ways of studying how the changes to the Bill came about,
including theories of regulation and institutional economics.  This paper, how-
ever, will use ideas developed from actor network theory.  In particular, it draws
upon questions of representation of entities (both human and non-human), the
role of experts in dealing with technical issues, and the work involved in
building and maintaining collectives.

In particular, this paper maps the political process of opposing the RIP Bill
in terms of a model for the politics of nature proposed by Bruno Latour (1999).
This model has three stages: (1) introducing possible entities for consideration
in the political sphere, (2) discussing whether they actually contribute to the
issue under discussion, and then (3) developing a political settlement which
incorporates a selection of the candidate entities (Latour 1999).

At first sight, such a mapping might seem counter-intuitive as the authors of
the BCC report were not following any particular political strategy, and by
implication not Latour�s model, when writing their report.  Similarly, FIPR were
not explicitly seeking to introduce new candidate entities or maintain the
existence of other entities for consideration by parliament.  However, useful
insights can be drawn by looking at the previously described process from this
perspective.  Moreover, the analysis can also contribute back to Latour�s model
by demonstrating the complexities of actual political processes.

Latour�s model starts with the suggestion that governments often face
problems when dealing with technical questions.  As Dewey (1946 p. 136) states

the questions involved, questions of science, agriculture,
industry and finance, are highly technical.  How many voters
are competent to measure all the factors involved in arriving at
a decision?  And if they were competent after studying it, how
many have the time to devote to it?  It is true that this matter
does not come before the electorate directly, but the technical
difficulty of the problem is reflected in the confused paralysis
of the legislators whose business it is to deal with it.

This problem is magnified still further when dealing with situations where
the infrastructure is still forming, as is the case with Internet security.  While it
is tempting to trust the experts, the additional challenge of encompassing all
possible forms of technology that might exist meant legislators had to deal with
a �moving target� every step of the way.
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First, there is the inability to capture all technical issues around the
interception of Internet transactions.  In part, this arises because the legislation
was proposed by the Home Office rather than, say, the Department of Trade and
Industry.  Although some external experts were used by the Home Office, their
involvement was limited to the earlier stages of the process (Smith Group 2000).
Another reason for this situation was the government�s attempt to be
�technology neutral� in its policy: 

Charles Clarke:  I make it clear to hon. Members and to people
outside the House that we shall not force anyone to use a
particular technology.  Individuals and businesses remain free
to utilise any type of encryption, provided they choose the one
that best suits their needs (Hansard 2000a, Column 834).

The debate also was concerned with the �forming� of the infrastructure for
electronic commerce and e-business.  In the House of Lords, this was raised with
respect to encryption and Internet transactions:

Lord Lucas:  What really frightens people about the way in
which the clauses are drafted is that because they will be pretty
useless against the serious criminal they will be used only
against casual traffic, and, more important, will be available for
use against messages received and communicated by substantial
international businesses.  Anyone who uses the Internet, which
is essentially an open system�there is nothing secure about
it�must use a high level of cryptography and assure clients,
customers and associates that his systems are secure.  Anything
that puts that in doubt or makes business believe that by con-
ducting this activity in the UK it lays itself open to international
law suits or merely produces a loss of confidence that data
stored in the UK is not as secure as data stored in a country
which is not governed by this kind of legislation, even with the
latest government amendments, will result in a substantial loss
of business to this country (Hansard 2000d, Column 934).

Similarly, there is a third area of concern:  framing the legislation only
around (our understanding of) today�s technology.  In the second reading of the
Bill, the Secretary of State states:

Mr. Straw:  Our goal is to make the United Kingdom the best
and safest place in the world to do e-commerce. The industry,
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too, wants a secure environment in which to conduct business.
The scheme of the Bill is aimed at trying to keep up with the
advance of technology as best we can (Hansard 2000a, Column
777).

While attempting to maintain powers in a new environment, however, there
is concern over the rate of change of technology.

Mr. Gapes: The Home Secretary said that we needed to keep up
with the advance of technology as best we can.  The Bill is
necessary and probably overdue.  However, I suspect that, in a
few years time, it will be out of date.  I hope that it will not be
left for too long on the statute book�that has happened to other
measures�before we review it and update it if necessary
(Hansard 2000a, Column 786).

Latour proposes a model for dealing with complex questions in situations
such as these for which there is no clear answer, drawing on insights from
science and technology studies.  The model has a particular concern for due
process and the avoidance of political shortcuts by those with particular
technical expertise (Latour 1997).

4. AVOIDING SHORT CUTS:  A MODEL
OF DUE PROCESS

Many technical or scientific questions do not have definitive answers;
rather, they are still often in a state of considerable flux.  It is only over time that
particular answers become accepted as facts.  Thus, while there is growing
consensus about the causes of global warming, the explanations do not have the
same status as, for example, those  about gravity.  During scientific and technical
controversies, technical experts cannot be relied upon to provide the definitive
answer (Collins and Pinch 1998).

Instead, what they can do is suggest things that they believe should be taken
into consideration when devising policy and it is likely that different experts will
make different suggestions of things to consider.  For example, many scientists
argue that chlorofluorocarbons  (CFCs) are a major cause of global warming and
hence that the use of CFCs in refrigeration processes should be eliminated over
time (EPA 2000b).  In a similar way, environmental groups argue that the
exhaust emissions from cars also contribute to global warming and some believe
that all cars should be banned (Car Free Cities 1998) while others believe that
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tax systems should be modified to discourage car usage and encourage more
environmentally friendly transportation (EPA 2000a).

This intuition has been developed into a model of a political process by
Latour (1999).  The first stage (which consists of presenting candidate �entities�
for consideration) he labels with the question �how many are we?� and involves
the proposal of candidate entities and discussion of which should be taken into
consideration at that time (for example, CFCs and car exhaust emissions are
seen as suitable entities for inclusion in political debate about global warming).
The second stage, labeled with the question �how can we live together?,�
involves taking the entities accepted in the first stage and proposing action based
on them.  In the global warming case, this means government legislation to out-
law the use of CFCs, combined with progressive taxes to discourage the use of
cars rather than the more extreme step of banning all cars.

When developed into a model for politics, this approach avoids the risk of
short-cutting (whereby technical experts �decide� what is the best course of
action based on their own understanding) and ensures that a due process is
followed (McMaster et al. 1999).  Moreover, the model is inherently temporal.
Those candidate entities that are not taken into consideration at any one point in
time can always �appeal� the decision and be considered in future iterations
(Whitley 1999).

Thus having described the due process model, it is now possible to use it in
conjunction with a description of the actual political processes associated with
the Bill.  This paper examines two sets of activities: the report by the British
Chambers of Commerce and the lobbying activities of FIPR in terms of the
introduction, consideration, and possible adoption of various entities both human
and non-human.

5. OPPOSITION TO THE BILL:  THE BCC REPORT

The UK business community, in conjunction with privacy advocates,
undertook a major lobbying activity to try and change the legislation in a number
of its key areas, suggesting that despite the best efforts of the government, there
were still many viewpoints on issues covered by the Bill that hadn�t been under-
stood properly or taken into account fully.  In particular, the British Chambers
of Commerce commissioned a report into the economic impact of the proposed
Act.  The commission came about in part as a response to consultations with
privacy advocates about the RIP Bill.

With hindsight, it is apparent that this report played a major role in the
debate.  In particular, it ceased to simply be a statement by the business com-
munity about its concerns regarding a particular piece of legislation.  Instead, it



Part 4: Understanding Information Systems424

can be seen as a means by which a number of �overlooked� issues were repre-
sented and introduced into the public debate (Pouloudi and Whitley 2000).
Again, with hindsight, the decision to publish the report with the BCC byline,
rather than a Privacy International byline as initially intended by some of its
authors, meant that their �industry� voice could be used to say things that
wouldn�t be listened to normally.

The BCC report does this through a process of �thick description.�  By
describing, in considerable detail, the implications of the proposed legislation,
it introduces a large number of new entities into the political discussion.

A striking example of this can be found in section A of the report.  Here the
authors seek to understand how the process of intercepting Internet data will be
implemented, emphasizing how different it is from interception under the plain
old telephone system (POTS).  For example, if the interception aim is to
intercept e-mail messages, then this can be done by taking advantage of the
store-and-forward nature of e-mail systems.  In the case of a simple mail trans-
fer, all that is required is to make a copy of any mail messages going to or from
the target�s e-mail account through servers.  However, if this is to be done
effectively for law enforcement purposes the issue immediately becomes more
complex.  

Of course, making a copy of the email is only the start of the
process. The email needs to have various forensic information
added (time stamps, identity of target, place of interception and
so forth). It then needs to be securely sent to the Government�s
GTAC [Government Technical Assistance Centre] for passing
onward to the correct agency who wanted the interception done
(BCC 2000, Section A.1).

Moreover, �information on the targets for interception is classified information
at the SECRET level and hence requires special handling using appropriate
government security procedures� (BCC 2000, Section A.1).

Interestingly, the BCC report understated the added complexity of
intercepting e-mail messages going to web-based accounts such as hotmail,
yahoo mail, etc.  In these cases the messages are not going out with mail headers
from the user�s access point to the Internet (presumably a network access point
at the ISP); rather, they are http headers and thus law enforcement agencies need
to be able to intercept all tcp/ip based user traffic in order to find the e-mail.
This situation also seems to arise with the U.S. Carnivore system (Dooley and
Plesser 2000).

Thus, by describing in detail what needs to be done to implement the Act,
the BCC report is undertaking political action by giving a voice to the �missing



Whitley & Hosein/Politics and Electronic Commerce 425

masses� (Latour 1992), both human and non-human, that the drafters of the Bill
had overlooked (in particular, the issues that had not been raised by the
government sponsored Smith report [Smith Group 2000], which formed part of
the background to the debate about the legislation and in particular focused on
practical implementation issues).  Some of the missing entities identified by the
BCC report are listed in the box, drawing on the thick description of the process
given in Appendix 1.

In addition to highlighting the existence of these entities, the BCC report
also seeks to represent them in terms of the costs they will contribute to the
implementation of the Act.  In total, they contribute at least £13,000,000 in costs
per annum and are part of the headline figure of £46 billion over five years
which the report claimed the Bill would cost the UK economy.  (The remainder
of this sum is made up of losses and leakage from the UK economy resulting
from the reductions in electronic commerce activity, the relocation of servers
outside the UK and the opportunity costs of network managers of UK ISPs
spending time and money dealing with interception rather than working on
improving the network efficiency  (Clayton 2000)).

The figure of £46 billion was widely reported in the press when the report
was first issued (Davies 2000; Eaglesham 2000; Hirst 2000; Tringham 2000;
Wintour 2000) and so the BCC report can be seen to be making these extra
entities part of the public discourse about the Bill (even if they are only
indirectly part of the figure of £46 billion being discussed).

  
Candidate Entities Likely Cost (per Annum)

ISP staff authorized to access SECRET data £500,000

Interception equipment suitable for handling SECRET
data

£10,500,000�£16,000,000

Secure accommodation for interception equipment £1,000,000

Secure network connecting the ISPs and GTAC in
central London

£1,000,000�£10,000,000

At present, the Home Office does not have standards
for equipment that can connect systems containing
SECRET information to the Internet.  These must be
developed.

Unknown

Total £13,000,000�£27,500,000
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  The Home Office, who were responsible for the Bill, repeatedly denied that
the costs would be as high as £46 billion over five years.  In a letter to the editor
of The Financial Times, Jack Straw, the home secretary, stated:

It will also be reassuring to your readers to learn that having
headlined as fact the ridiculous claim that the Bill will cost the
economy �£46bn,� you now say this figure was �never more
than illustrative.�  That is true�but it is illustrative only for a
fevered imagination and some very poor arithmetic (Straw
2000)

before restating the claim that the UK is creating a �competitive advantage for
the UK for electronic commerce, and one�with this bill�in which industry as
well as our citizens are better protected from serious criminal attack� (Straw
2000).

The letter was handed by Mr. Straw to Financial Times journalist at a press
conference, �after accusing the newspaper of giving too much credence to the
report prepared by the London School of Economics for the British Chambers
of Commerce� (Burns et al. 2000) although it was also claimed that the size of
the e-commerce market project in Mr. Straw�s letter appeared to contradict the
Department of Trade and Industry�s own forecasts.  The Home Office set up a
�Myths and Misunderstandings� website about the BCC report which dealt,
amongst other issues, with the figure of £46 billion.  According to the Home
Office, �The figure has no foundation. It is clear that the BCC clearly do not
believe this themselves. They have not asked for the Bill to be scrapped� (Home
Office 2000a).  These myths and misunderstandings pages are still being listed
by the Home Office on its web page about the Act (Home Office 2000b) and
have been updated due to errors and misunderstandings of their own.

If the BCC report was seen as introducing new entities into the debate, then
the statements by the Home Office can be seen as attempts to remove these
entities from the debate.  Unfortunately, in this case, it would appear that
removing entities is far more difficult than introducing them, and despite the
best efforts of the Home Office, the figure of £46 billion (and hence the entities
that make it up) is still being quoted (Hall 2000; Rohde 2000; Sheriff 2000).

The different estimates of costs were discussed in Parliament and, while
some speakers accepted the Home Office�s position and suggested that the legis-
lation would introduce no new costs, others thought the figures quoted by the
BCC report were more realistic.  For example, Lord Cope, speaking in the House
of Lords stated:



Whitley & Hosein/Politics and Electronic Commerce 427

my original understanding was that the sum of £20 million was
the estimated cost of the black boxes, part of which was to be
borne by the Government and part of which was to be borne by
the ISPs. 

However, my subsequent understanding was that the sum
of £20 million was the total cost of the Government�s contri-
bution to the scheme.  That implies that the total cost of the
black boxes will be higher than that.�Whatever sum of money
is paid by service providers�however large or small�will
damage the competitiveness of British service providers com-
pared with those overseas who do not have this overhead
(Hansard 2000c, Columns 1024/1025).

6. OPPOSITION TO THE BILL:  FIPR BRIEFINGS

If the BCC commissioned report became the focal point for initial media
interest in the opposition to the Bill, during the parliamentary passage of the
Bill, particularly during the committee stages of the House of Lords, the Founda-
tion for Information Policy Research undertook the role of coordinating the
briefings of MPs and members of the House of Lords.

The authors of the BCC report have close links with FIPR (Nicholas Bohm,
Ian Brown, Richard Clayton, Simon Davies, Brian Gladman, and Gus Hosein are
all members of the Advisory Council to FIPR) and were often involved in
assisting FIPR and its director, Caspar Bowden, in its briefings.  FIPR�s website
also acted as a central repository for archived copies and links to all media
reports about the Bill.  As a matter of policy, FIPR aims to include links to all
relevant information about the Bill that it is made aware of.  As the Bill pro-
gressed through parliament (see the box), the FIPR site recorded the debates and
the proposed and actual amendments to the Bill.

FIPR�s briefings were not always seen positively.  For example, Baroness
Thornton expressed concern about the methods that have been employed by the
Foundation for Information Policy Research, pointing out that it was funded, in
part, by Microsoft (Hansard 2000b, Column 412).

Others, however, spoke in favor of the briefings.  For example, Lord Phillips
of Sudbury, responded, arguing that

if the noble Baroness, Lady Thornton, believes that we are
under the control of the foundation to which she referred, she
gives little credit to the many noble Lords on this side of the
House.  That foundation is an extremely public-spirited one.
The fact that it receives money from Microsoft does not align
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House of Commons
RIP Bill Introduction, February 9, 2000
Second Reading, March 6, 2000
Committee Stage, March 28�April 4, 2000
Third Reading, May 8, 2000

House of Lords
Introduction, May 9, 2000
Second Reading, May 25, 2000
Committee Stage, June 12�June 28, 2000
Report Stage, July 12, 2000
Third Reading, Two Sittings, July 19�July 20, 2000

House of Commons
Commons Consideration of Lords Amendments, July 26, 2000
Royal Assent, July 28, 2000

(Adapted from http://www.homeoffice.gov.uk/ripa/ripleg.htm)

it with the devil.  Without its assistance many of us on these
and other Benches would have been a good deal more
befuddled than we already are (Hansard 2000b, Column 414).

Indeed, during the third reading, the role of FIPR was formally acknowledged
by Lord McNally (Hansard 2000c, Column 1081)

In addition to briefing members of Parliament and the House of Lords, FIPR
also introduced some new entities into the debate themselves.  A FIPR paper
(Brown and Gladman 2000), written by two authors of the BCC report, on
technological means of circumventing the RIP Bill, was introduced on the last
day of debate before the Bill received the Royal Assent.  The paper showed that
the envisaged powers for interception and for the seizure of encryption keys
were technically obsolete.  That is, the paper outlined how individuals could
take steps to preserve their privacy regardless of the powers presented by RIP
through various methods, including selecting a small ISP (which was unlikely
to be required by government to have interception capabilities installed); moving
the e-mail server off-shore (and thus outside of the jurisdiction of UK law
enforcement agencies); or making use of advanced technology (IPv6) to encrypt
packets individually.  It was briefly mentioned on the final day of consideration
of the Bill in the House of Commons, but was effectively ignored.
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Through its briefings and clarifications, FIPR helped ensure that the new
entities introduced into the debate by the BCC report were not discarded simply
on the basis of not understanding the often complex issues raised by the imple-
mentation of the Act and also tried to introduce new entities into the debate at
the last moment.

7. POLITICAL SETTLEMENT

The final version of the Bill that became law in July 2000 was vastly dif-
ferent from the one introduced to Parliament six months earlier.  This paper has
described a number of issues that the BCC report raised.  These issues continued
to play a role in the parliamentary debate, in part as a result of FIPR�s clarifica-
tions and briefings.  Many of these were incorporated into amendments for the
final version of the Bill.

Inevitably a compromise figure about the extra costs associated with
implementing secure interception of secret data was reached and the government
agreed to share a higher proportion of the costs incurred by ISPs.  In so doing,
implicit acknowledgment was made of the need to consider these extra entities
in the political process, even if the costs associated with them were disputed.
Additionally, a technical advisory board was formed which would oversee the
implementation of intercept capabilities, with a particular brief to monitor
technical feasability issues and costs.

As stated earlier, the technical entities involved in circumventing the Bill
(Brown and Gladman 2000) as it stands were ignored.  Although these entities
were ignored by Parliament, presumably criminals can still communicate
without concern of interception by the law enforcement authorities.  This may
give rise to a situation where the Home Office may, in the future, request that the
Act be revisited to consider the issues raised within the FIPR paper.

8. APPLYING THE MODEL

In this section, the activities of the BCC report and FIPR are considered in
relationship to the various stages of the due process model outlined above.

Time T1, Step 1:  At this stage, the BCC report seeks to introduce a number
of candidate entities into the political discussion.  These are business related
issues and they are represented in terms of costs.  At the same time, the Depart-
ment of Trade and Industry is also seeking to affect the entities that will be con-
sidered and attempts to discount the extra entities raised by the BCC report.
FIPR seeks to clarify questions about the candidate entities to ensure that they
are not eliminated at this stage due to misunderstandings.
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Time T1, Step 2:  The parliamentary process does, in fact, take into consi-
deration the entities raised by the BCC and the broader costs of implementing
the Act are discussed in Parliament.

Time T1, Step 3:  As a result of the parliamentary process, Parliament
arrives at a piece of legislation with which it is comfortable and this is given the
Royal Assent on July 28, 2000.

The political process does not stop at this point but rather begins consi-
deration of the next time frame (Time T2, Step 1) by marshaling new candidate
entities.  Of particular importance for the RIP Act is the implementation of the
European Convention on Human Rights, which became law on October 2, 2000.
Although the government believes that the RIP Act is compatible with the
Human Rights Act, there are plans to challenge it in the courts.  Thus the
abstract notion of human rights (or, more particularly, its concrete implemen-
tation as the Human Rights Act) is a candidate entity for consideration when the
Act is revised.  Politically, the two main opposition parties in the UK have
issued statements that they intend to look at the Act again if they come to power.
Furthermore, as discussed above, changes in technology may also make it
necessary to revisit the Act.

9. COMPLICATIONS

The experiences of the FIPR briefing on circumvention illustrate one limita-
tion of Latour�s model when applied to the practical experiences of forming
legislation.  The due process of Parliament took six months for this Bill.  In
response to issues raised by parliamentarians, FIPR introduced a further set of
entities at the very end of the parliamentary process, namely the means by which
the Act could be circumvented.  If the Latourian model is mapped temporally
onto the parliamentary process, this FIPR intervention occurs in Time T1, Step 3,
although in practice the action is logically associated with Time T1, Step 1.
Similarly, although these technical issues were debated at the Time T1, Step 3,
in practice their status is similar to that of entities excluded from the parliamen-
tary debate as a whole at Time T1, Step 1.  As such they are eligible for recon-
sideration later.  The next iteration of the process (Time T2, Step 1) will, there-
fore, need to consider questions relating to the technological advances raised by
the FIPR report, in addition to more general technological developments.

Another complication relates to the ways in which proxy representatives
were used for the new entities considered in the BCC report.  Rather than dis-
cussing the effects of the proposed Act on ISP managers, ISP office space, ISP
systems, etc., they are all compounded into a single �cost� figure.  While it can
be argued that this is one of the roles of money (Callon 1998), it is not an ideal
solution to the question of political representation.
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10. SUMMARY AND FURTHER QUESTIONS

This paper has reviewed the political process associated with opposing a
piece of legislation that was intended to enable the development of electronic
commerce in the United Kingdom.  In particular, the paper sought to analyze this
process in terms of the raising of new entities that ought to be considered in the
political debate, deciding on which entities to take into consideration for action,
and then implementing political action.

As such, it maps nicely onto a model of political action developed by Latour.
Further useful insights into the political process and the limitations of Latour�s
model can be drawn from this mapping.

Although the paper deals with political action at the national level, a very
similar process can be seen to occur in the political debate surrounding the intro-
duction of new information systems, where different stakeholders (Pouloudi and
Whitley 1997) or actors (Checkland 1981) will all seek to introduce entities into
the discussion of the new system.  Most implementation processes involve some
form of consultation with interested parties and the processes outlined in this
paper provide one way of improving them.

The paper and political process described within it raises further legitimate
questions which cannot be addressed in detail here.  In particular, there are
important questions about how the opponents of the Bill attained a media voice
at all, as well as questions about how they ensured that all viewpoints were con-
sidered.  It is hoped that these will be dealt with in a further paper that will show
the link between media interventions and changes to the Bill more explicitly.

More generally, it is possible to apply the model back on the political
process undertaken by FIPR and the authors of the BCC report themselves.  By
giving voice to overlooked entities, a proper political process should ensure that
in so doing it is not causing other entities to be overlooked.  Thus, by having the
BCC report explicitly focus on the business costs of the proposed Act (and
including as many such costs as it could to come up with its headline figure of
£46 billion), it was explicitly not raising issues associated with civil liberties,
human trafficking, etc.  While there may be some practical reasons for doing so,
they do not enable a truly fair and open process that considers all possible
aspects of the debate, and there is a risk that the BCC report is doing its own
shortcutting of due process by focusing on business costs and thus ignoring these
other issues in the same way as the government�s technical experts.
  Other concerns with the process as implemented in practice can be raised
with the government�s consultation stages.  As the paper has shown, the claim
was that the Bill was the result of widespread consultation with industry, yet this
feeling was not shared by many industry insiders.  For example, the Internet
Service Providers Association, in its response to the initial Smith Report, stated:



Part 4: Understanding Information Systems432

The Government has talked a lot about its consultations with
industry�which comes as somewhat some surprise to ISPA.
In several months of discussions we have hardly clocked up a
full six hours of talks with the Home Office and so we�re still
at the stage of explaining the problems and have hardly started
to look for practical solutions (ISPA 2000)
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APPENDIX 1

SOME OF THE CANDIDATE ENTITIES
LISTED BY THE BCC REPORT

ISP Staff

ISP staff are required to assist in the process of identifying and routing target
traffic to interception points and this will mean that system administrators will
have access to government data classified as secret and will all have to be appro-
priately cleared.  

For small ISPs, only a small number of staff will be involved, but it would
be impossible to reduce this number below two.  For large ISPs, many staff are
likely to be involved in system administration although it might be possible to
clear only a subset of them.  Using a figure of 10 staff for each large ISP and two
for each small one suggests that 300 staff in total could have knowledge of
interception targets.  Assuming that staff change every three years, 100 new staff
each year would have to be cleared and trained in the handling of Government
classified material.  Using an estimate of £2,000 per clearance, £1,000 for staff
training and costing 10% of staff salaries against such duties, the resulting
overall costs would be of the order of £500,000 per annum.

ISP Located Interception Equipment Costs

The main difference here would be the need to replace commercial
equipment with equipment designed to meet government standards for the
handling of secret information.  In the past, the costs have been a factor of as
much as 10 higher, but in order not to overestimate the costs, a much lower
multiplier of 3 will be used (this is certainly much lower than experience of
MOD secure systems purchases would suggest).  This would increase the earlier
estimates derived from the Home Office analysis to give costs in the range from
£10,500,000 to £36,000,000 per annum depending on interception option.  In
practice, however, the passive interception option might be implemented on
lower cost commercial equipment because it does not need to separate target
traffic from other data so the cost overhead here is likely to be much less.  Hence
the equipment cost range is more likely to be £10,500,000 to £16,000,000
depending on option.
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ISP Accommodation Costs

ISP premises will not normally be capable of offering the physical protection
required for handling secret information.  Such equipment will certainly have to
be behind locked doors that offer substantial physical protection and intrusion
detection.  Moreover, cryptographic equipment will need to be installed and
managed and this will bring with it a need for even stricter physical security
provisions.  While some larger ISPs will already operate from fairly secure
premises, it is most unlikely that small ISPs will do so and this will mean that
physically secure equipment bays or rooms will be required.  This is likely to
need a significant amount of additional floor space and could be very costly to
provide in prestige locations.  

The interception equipment at ISPs will have to be located in close
proximity to the ISPs� own equipment racks and this will mean that there is a
high risk of data leaking from one to the other via electromagnetic radiation.
This risk is well understood within the defense community, where the techniques
needed to suppress or prevent such emissions have been developed over many
years.  The techniques involved are almost unknown in commercial equipment
and this means that either high cost equipment designed for defense use will
have to be purchased or commercial equipment will have to be housed in
screened rooms to prevent electromagnetic emissions.  In either case, the costs
will be very high.

The accommodation costs involved in some large ISP locations will be very
high.  In locations such as Telehouse in London, the enormous growth in both
the number of ISPs and the physical size of their network and computer systems
is already placing a huge strain on the available space with the result that any
equipment space is at a high premium.  If government interception requirements
add to the volume of equipment involved, ISPs are certain to face severe
difficulties in locations such as this where space is not available.  It may, hence,
be necessary for an ISP to reconfigure its existing systems to accommodate this
additional equipment.  The costs involved in building and housing equipment
capable of handling secret information is difficult to estimate without a precise
knowledge of the character and physical location of all the ISPs involved. 
However, a reasonable estimate of these costs would be £5,000 per annum for
a small ISP and £50,000 per annum for a large ISP.  Using the earlier ISP
numbers, this results in costs of £1,000,000 per annum.  

GTAC Interface Costs

The technology to safely connect systems containing secret information to
the Internet does not exist and this is recognized in government regulations for
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handling secret data, which do not allow such connections.  Given this situation,
it is far from obvious how interception systems that contain secret information
about the targets of interception could ever be connected to the Internet, but this
appears to be what the Home Office intends to do.  Since it is not currently
feasible to meet this requirement, it must be assumed that the Home Office
intends to carry the risks involved in such connections.  The Smith report does
include network firewalls at a number of critical points in the interface between
ISP and the GTAC delivery network, but it seems most unlikely that the cost and
risk issues of handling secret information on the GTAC side of such interfaces
have been fully assessed.  The additional costs involved have not been estimated
here because there is no sound basis on which to do this given that the required
technology is not available.

GTAC Secure Network Costs 

The Home Office cost estimates do not appear to include the costs of the
secure network required to connect between ISP locations and the GTAC site in
central London.  The costs of such a network would be very high if it were to be
dedicated to GTAC use, but it seems more likely that an existing or planned
government secure network will be used to meet this need.  This will greatly
reduce interception costs since this program will only have to bear a small part
of the total cost.  But it is not quite this simple.  For GTAC to use existing or
planned government secure networks will require that these networks include all
ISP locations, a new requirement that will have significant cost and security
implications for the network or networks in question.  If GTAC traffic and other
government traffic flows on a common network that includes many
non-government nodes at ISP sites, the vulnerability and risk assessment for the
network will change radically.  Such consideration will increase the cost of the
network for other users and these additional costs would need to be attributed
to the interception requirement.  Even in a shared network situation, the costs are
likely to be very significant.

An idea of the costs involved in wide area secure networks can be gained by
looking at MOD experience where costs are several hundreds of millions of
pounds for implementation and several tens of millions of pounds for annual
operating costs.  However these networks support very high bandwidths and,
more importantly, are designed to survive a full scale attack on the UK.  The
cost figures would be a great deal higher than those for a secure network to
support GTAC.  Operating a national network capable of handling secret data
will not be cheap and the interception requirements will need to bear their share
of such costs.  These costs seem most likely to be in the one to ten million
pounds per annum range based on the ISP numbers used earlier.


